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I. INTRODUCTION AND OVERVIEW 

 

A. Introduction  

 

This Manual should be used in conjunction with the PPWP HIPAA Security Policies and 

Procedures. The text of the entire Privacy and Security Rules, with most recent amendments can 

be found here. The U. S. Department of Health and Human Services (“DHHS”) Office for Civil 

Rights website also contains useful guidance and “FAQ”s (Frequently Asked Questions) on the 

Privacy and Security Rules. 

 

 

B. Overview of The Privacy Rule 

 

What Information Is Protected?  The Privacy Rule protects information (hereinafter “Health 

Information”), whether oral or recorded in any form or medium, that (1) is created or received by 

a Covered Entity, (a health plan, certain health care providers or a clearinghouse); (2) relates to 

the past, present, or future physical or mental health or condition of an individual; the provision 

of healthcare to an individual; or the past, present, or future payment for the provision of 

healthcare to an individual, and (3) that identifies the individual; or with respect to which there is 

a reasonable basis to believe the information can be used to identify the individual.  

 

Health Information contained in employment records is not subject to the protections of 

the Privacy Rule.  Such information, for example, would include documentation in an 

employee’s file relating to the employee’s disability or medical leave.  If, however, an employee 

of a Covered Entity receives health care services from that entity, the employee’s medical record 

and information relating to her health is considered Protected Health Information subject to the 

protections of the Privacy Rule. 

 

Health Information that has been “de-identified” in accordance with the dictates of the 

Privacy Rule may be used and disclosed without restriction under the Privacy Rule. (See Policy 

& Procedure No. 7.) 

 

How Does The Privacy Rule Work?  The Privacy Rule governs the internal operations of 

Covered Entities and their interactions with patients and other businesses.  It does this by: 

 

 Prohibiting the use and disclosure of Protected Health Information, except as 

expressly permitted or required by the Regulation or as authorized by the patient; 

 Regulating the internal use and external disclosure of Protected Health 

Information through a series of rules and standards; 

 Creating individual rights for patients with regard to their Protected Health 

Information, such as the right to access, amend, and obtain an accounting of such 

Protected Health Information; 

 Requiring contracts between Covered Entities and their “Business Associates” so 

as to ensure that those Business Associates protect the privacy of Protected Health 

Information; and 

 Establishing administrative requirements, including the appointment of a “Privacy 

Official”, development and implementation of policies and procedures to protect 

the privacy of Protected Health Information, and Workforce training on the 

policies and procedures and Privacy Rule.  

http://www.hhs.gov/ocr/privacy/hipaa/administrative/combined/hipaa-simplification-201303.pdf
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How Does The Privacy Rule Treat Other Federal Laws And State Laws On Privacy, 

Confidentiality, and Disclosure?   The Privacy Rule does not supersede existing federal laws 

or all state laws regarding privacy, confidentiality, and disclosure.  Wherever possible, a Covered 

Entity must comply with both state and federal law on privacy.  For example, the provisions 

regarding privacy and confidentiality contained in the Title X regulations and program guidelines 

must be followed.  Additionally, where state or other federal law provides “more stringent” 

protection of individual privacy or gives individuals “greater access” to their Protected Health 

Information than the Privacy Rule, the Covered Entity must comply with that state or federal 

law.  If, on the other hand, the Privacy Rule provides individuals with greater privacy protection 

or access to their health information, then the Privacy Rule must be followed.   

 

The Privacy Rule offers guidance on when state law must be followed. See 45 C.F.R. 

§160.202 for definition of “more stringent” as well as the Glossary at Attachment O. Provisions 

affecting an individual’s right of privacy and confidentiality in their Protected Health 

Information may be found in a wide variety of state laws, including those pertaining to patient 

confidentiality, licensing, mental health, notification of breaches of health information, substance 

abuse, HIV, electronic medical records, genetic testing, patient Bill of Rights, as well as state 

consumer protection, technology and common law.  In many instances, such provisions of state 

law are more protective of the individual’s privacy than are particular standards or provisions of 

the Privacy Rule.  

 

 

C.   Uses and Disclosures Of Health Information Under the Privacy Rule 

 

1. Use and Disclosure Generally.  The Privacy Rule regulates how and when 

Protected Health Information may be “used” within the Covered Entity and “disclosed” to those 

outside the Covered Entity.  Any use or disclosure of Protected Health Information that is not 

expressly required or permitted under the Privacy Rule is prohibited.  

 

2. Required Uses and Disclosures.  A Covered Entity must disclose Protected 

Health Information under the Privacy Rule in only two instances: 

 

 To an individual who requests access to her medical record for inspection and 

copying (with some exceptions as described in Policy & Procedure No. 16); and 

 To HHS to investigate and determine compliance with the Privacy Rule. 

 

3. Uses and Disclosures Permitted For Treatment, Payment, and Health Care 

Operations.  The final Privacy Rule allows a Covered Entity to use or disclose Protected Health 

Information for its own Treatment, Payment or Health Care Operations without an individual’s 

consent or other authorization.   Similarly, a Covered Entity may disclose Protected Health 

Information to another healthcare provider for the treatment activities of that provider, such as 

when a provider refers a patient to a specialist, who needs the individual’s Protected Health 

Information in order to treat her.  Finally, a Covered Entity may disclose Protected Health 

Information to another Covered Entity for the payment activities of that entity.  

 

 

The term “Health Care Operations” encompasses a broad range of day-to-day healthcare 

activities, such as quality assessment and improvement, case management, certification, 
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licensing, accreditation, credentialing, underwriting and premium rating, medical review, legal 

services, auditing functions, compliance activities, business planning, and many other 

administrative activities.  See 45 C.F.R. § 164.501 for the full definition of Health Care 

Operations.   

 

While a Covered Entity may disclose Protected Health Information to another person or 

entity to perform Health Care Operations on its behalf, it must do so pursuant to a Business 

Associate Contract that contains the provisions mandated by 45 C.F.R. § 164.504.  Thus, for 

example, affiliates will need to enter into Business Associate Contracts with PPFA and ARMS, 

both of which provide some of the above-listed services for affiliates.  See Policy and Procedure 

No. 13 for full discussion. 

 

4.   Incidental Uses and Disclosures.  The Privacy Rule permits certain incidental 

uses and disclosures that occur as a by-product of another permissible or required use or 

disclosure, as long as the Covered Entity has applied reasonable safeguards and implemented 

the Minimum Necessary Standard with respect to the primary use or disclosure.  See 45 C.F.R. 

§164.502(a)(1)(iii).  Such uses and disclosures are limited in nature and cannot reasonably be 

prevented.  See Policy & Procedure No. 8 for a full discussion.    

 

5. Other Permitted Uses and Disclosures.  The Privacy Rule also permits certain 

other uses and disclosures of Protected Health Information without an individual’s consent or 

authorization, as detailed in 45 C.F.R. § 164.512(a)-(k).  Because such uses and disclosures are 

not required, however, the requestor of the information does not have the authority to demand 

such information under the Privacy Rule; it simply does not prohibit the use or disclosure.  State 

law must always be consulted; if such law prohibits or otherwise limits the disclosure, the 

disclosure should not be made or should be limited as prescribed by such law. The uses and 

disclosures permitted without individual consent under the Privacy Rule include disclosures (not 

an exhaustive list): 

 

 Required by another law; 

 Required for certain public health activities, including disclosures to public health 

authorities and to those authorized by law to receive reports of child abuse or neglect; 

 Relating to certain FDA reporting and tracking requirements; 

 To persons at risk of spreading/contracting a communicable disease if the Covered 

Entity is authorized by law to notify such persons; 

 To those authorized by law to receive reports relating to victims of abuse, neglect, or 

domestic violence;  

 To health oversight agencies for health oversight activities authorized by law, 

including audits, investigations, inspections, and licensure activities; or where 

information is necessary for the oversight of government benefits programs to 

determine beneficiary eligibility (such as for Medicaid), or for government regulatory 

programs where information is necessary for determining compliance with program 

standards (such as Title X); 

 Pursuant to an order of a court or administrative tribunal, providing information 

disclosed is limited to the scope of the order and other conditions specified in the 

Regulation are met, such as ensuring that the individual is notified of the order; 

 Pursuant to a subpoena, discovery request or other lawful process providing the 

Covered Entity receives satisfactory assurance that the party requesting the 
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information has made reasonable efforts to secure a qualified protective order and has 

satisfied other conditions set forth in the Regulation; 

 For certain law enforcement purposes, as prescribed in the Regulation; 

 As authorized by workers’ compensation laws or similar programs.     

 

6. Uses and Disclosures Requiring Individual Authorization.  Unless the Privacy 

Rule expressly permits or requires a use or disclosure of Protected Health Information without 

the individual’s authorization, a Covered Entity must obtain an Authorization.  Authorizations 

are required under the Privacy Rule, for example, where: 

 

 The individual requests a particular disclosure of her Protected Health Information to a 

third party, such as an employer or life insurance company, if the disclosure is not for the 

purpose of Treatment, Payment or Healthcare Operations;  

 The use or disclosure is for Marketing, as that term is defined by the Privacy Rule (see 

Glossary for definition);  

 The use or disclosure pertains to Protected Health Information created during research 

that involves treatment of the individual; 

 The use or disclosure pertains to Psychotherapy Notes (see Glossary for definition.)  

 

There are no limitations on the information that an individual can authorize for disclosure.  

Patients can limit the scope of disclosure or authorize a Covered Entity to disclose the entire 

medical record.  However, the Authorization must contain each of the elements specified in 45 

C.F.R. § 164.508(c), and, as noted above, state law should be consulted to determine if additional 

elements must be added, or other conditions met, before disclosing Protected Health Information.  

 

 

G. Other Limitations on Uses and Disclosures 

 

1. Minimum Necessary Rule.  Most uses and disclosures of Protected Health 

Information require the Covered Entity to “make reasonable efforts to limit protected health 

information to the minimum necessary to accomplish the intended purpose.”  Under the 

Minimum Necessary Rule, Covered Entities may not use, disclose, or request an entire medical 

record unless there is documented justification that the entire record is reasonably necessary to 

accomplish the purpose. 45 C.F.R. § 164.502(b)(1). 

 

Additionally, for internal use of Protected Health Information, a Covered Entity may 

NOT give its entire Workforce access to an individual’s medical records and health information.  

The Covered Entity must identity those classes of persons who need access to such Information 

to carry out their work duties, identify the type of Protected Health Information to which such 

access is needed, and establish appropriate conditions on such access.  For example, billing staff 

may be granted access to Protected Health Information, but only to that portion of the 

Information necessary to bill for the particular service rendered. Any persons or classes of 

persons not granted access to Protected Health Information in the Covered Entity’s policies and 

procedures are not permitted to view, handle, or otherwise use or disclose any Protected Health 

Information received, created, or maintained by the Covered Entity.   

 

There are certain exceptions to the Minimum Necessary requirement, including any 

disclosures made to the individual who is the subject of the Protected Health Information, 

disclosures pursuant to an individual’s authorization, and uses and disclosures by a health care 
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provider for treatment purposes. Thus, for example, staff involved in direct patient care may 

have unrestricted access to a patient’s Protected Health Information when such access is 

necessary to treat that individual. See Policy & Procedure 12 (Minimum Necessary Rule). 

  

 2.  Business Associates.  Under the Privacy Rule, a Business Associate is any entity or 

person (other than a member of the Covered Entity’s Workforce) that (1) creates, receives, 

maintains or transmits Protected Health Information on behalf of a Covered Entity or (2) 

provides legal, actuarial, accounting, consulting, data aggregation, management, accreditation, 

administrative, or financial services that involve the use or disclosure of Protected Health 

Information.  In order to safeguard the confidentiality of Protected Health Information shared 

with Business Associates, the Privacy Rule requires Covered Entities to enter into Business 

Associate contracts with such persons or entities.  Such Contracts must contain provisions 

prescribed by the Privacy Rule.  See Policy & Procedure 13. Under the Omnibus Rule, Business 

Associates are now subject to civil and criminal penalties for violating HIPAA.  

 

 

 

H.  Patient Rights  

 

 The Privacy Rule also establishes new rights for individuals with respect to their 

Protected Health Information.  They are the: 

 

 Right to request restrictions on uses and disclosures of Protected Health Information 

 Right to request confidentiality in communications with the Covered Entity 

 Right to access and copy their Protected Health Information 

 Right to request amendments to their Protected Health Information  

 Right to obtain an accounting of disclosures of Protected Health Information 

 Right to file written complaints 

 Right to receive adequate notice of a Covered Entity’s privacy practices, including the 

uses and disclosures of Protected Health Information that may be made by the Covered 

Entity, the individual’s rights with respect to her Protected Health Information and the 

Covered Entity’s legal duties with respect thereto  

 Right to receive notification if there is a breach of their Protected Health Information. 

 

See Section IV, Patients’ Rights and Providers’ Obligations. 

 

I. Administrative Requirements 

 

Administrative requirements imposed by the Privacy Rule include the following: 

 

1. Policies and Procedures.  Each Covered Entity must implement and maintain 

policies and procedures designed to comply with the mandates of the Privacy Rule, such as the   

 

2. Privacy Official.  Every Covered Entity must appoint a Privacy Official, who is 

responsible for developing and implementing the entity’s privacy policies and procedures and 

other matters relating to compliance.  See Policy & Procedure No. 1.   
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3. Training.  All members of the Covered Entity’s Workforce receive training in the 

entity’s privacy policies and procedures.  Such training should reflect the duties and 

responsibilities of their particular positions.  Attendance at training sessions must be 

documented.  See Policy & Procedure No. 3. 

 

4. Documentation.  All policies, procedures and forms for complying with the 

requirements of the Privacy Rule must be documented in written or electronic form and retained 

for at least six years from when the documentation is created.  See Policy & Procedure No. 4.    

 

5. Sanctions.  A Covered Entity must develop and apply appropriate sanctions 

(penalties) for those members of the Workforce who fail to comply with its privacy policies and 

procedures. 

 

 

J. Enforcement and Penalties 

 

The HIPAA statute contains both civil and criminal penalties for violations of the Privacy Rule. 

There is no private right of action under the Privacy Rule, meaning that individuals cannot sue 

Covered Entities directly.  In addition to DHHS, state attorneys general may bring lawsuits to 

enforce HIPAA, including seeking injunctions and damages.   

 

Covered Entities must cooperate with any HHS investigation or compliance review by 

providing records and reports as requested by HHS and permitting access to pertinent 

information.  Generally, such access is during normal business hours and with notice, unless 

HHS has reason to believe the information may be removed or destroyed, which enables it to 

gain access at any time and without notice.  45 C.F.R. § 160.310. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



7 

 

II. ADMINISTRATIVE REQUIREMENTS 

 

  

Policy & Procedure No. 1:  The Privacy Officer (45 C.F.R. 164.530 (a)(1) and (2)) 

 

Planned Parenthood of Western PA has a Privacy Officer [or Privacy Official], 

designated below, who is responsible for overseeing the development and implementation of, 

and adherence to, these Policies & Procedures.  45 C.F.R. § 164.530(a)(1). The Privacy Officer 

designated below is also responsible for receiving complaints of violation of these Policies and 

Procedures and of the Privacy Rule and providing further information about matters covered by 

the Notice of Health Information Privacy Practices and Acknowledgments thereof. 45 C.F.R. §§ 

164.530(a)(1)(ii), (b)(2)*** 

                     Debbie Cain 

 

The following is a list of the Privacy Officer’s responsibilities: 

 

 Report to, and coordinate privacy related activities with, the CEO.  

 Coordinate with the Security Officer where appropriate; See Security Manual, 

Security Policy and Procedure #1. 

 Assist with implementation of these Policies & Procedures and Forms; 

 Train the Workforce on these Policies & Procedures and Forms; 

 Define Protected Health Information subject to the Privacy Rule; 

 Receive, document, and respond to complaints about privacy practices;  

 Ensure that all members of the Workforce and volunteers sign an Annual Privacy 

Statement; 

 Enforce record retention periods for all forms and other documentation required 

by these Policies & Procedures 

 Maintain and update these Policies & Procedures and Forms; 

 Assist with implementation of the Minimum Necessary Rule;  

 Answer patient questions about Notice of Health Information Privacy Practices  

and Acknowledgments thereof; 

 Ensure research protocols and related privacy requirements are followed; 

 Assess the need for Business Associate contracts 

 Ensure compliance with rules on De-identification of Protected Health 

Information and Limited Data Sets 

 Monitor Authorizations and Requests for Protected Health Information; 

 Review requests for psychotherapy notes; 

 Review law enforcement requests for Protected Health Information 

 Review subpoena requests for Protected Health Information; 

 Assist with patient Requests for an Accounting of Disclosures; 

 Assist with patient Requests for an Amendment to their Protected Health 

Information; 

 Investigate alleged breaches of the privacy and security of Protected Health 

Information; determine the content of and implement notifications required by the 

Breach Notification Rule; implement mitigation of breaches; coordinate all of the 

foregoing with the Security Officer when appropriate; 
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 Ensure imposition of sanctions for breaches of these Policies & Procedures and 

the Privacy Rule. 

 Coordinate with governmental authorities on privacy matters 

 In conjunction with local counsel, identify state laws that must be followed in 

addition to the Privacy Rule. 

 Debrief terminated members of Workforce about Privacy Rule requirements 

 

 

Policy & Procedure No. 2:  Annual Privacy Statement  

 

All Workforce members at Planned Parenthood of Western PA (including all staff, 

students, interns, medical trainees, contract workers, and volunteers both long and short-term) 

shall sign an ANNUAL PRIVACY STATEMENT (Attachment A). The signing of an ANNUAL 

PRIVACY STATEMENT shall be part of the orientation for such persons, as well as a condition 

of employment (or volunteering). 

 

          

Policy & Procedure No. 3:  Training On Privacy Policies & Procedures (45 C.F.R. 

§164.530(b)) 

 

All Workforce members of Planned Parenthood of Western PA (including all staff, 

students, interns, medical trainees, contract workers, and volunteers) shall receive training on 

these Policies & Procedures and, to the extent necessary, the HIPAA Security Manual Policies 

and Procedures, as necessary and appropriate for such individuals to carry out his or her job 

responsibilities and functions.  Each new member of the Workforce shall be trained within a 

reasonable amount of time after entering the Workforce.  Clinicians and Workforce members 

with direct patient contact and/or responsibility for maintain the privacy and security of 

Protected Health Information shall be re-trained annually. Should a material change to these 

Policies & Procedures or the Privacy or Breach Notification Rule occur, everyone shall be 

retrained within a reasonable period of time after the effective date of such change. 

 

Training sessions shall be held at regular intervals so as to accommodate new employees 

and volunteers as well as the schedules of existing members of the Workforce.  Attendance at 

training sessions is mandatory and, to ensure full compliance, shall be a condition of 

employment or volunteering, as well as a factor in any evaluations. Planned Parenthood of 

Western PA shall document all training it provides Workforce members pursuant to this rule. 

 

 

 

 

 

Policy & Procedure No. 4:  Record Retention (45 C.F.R. § 164.530(j)) 

 

There shall be a six (6) year record retention period for all documentation required or 

generated by these Policies & Procedures.  Documents must be maintained for six years from the 

date of creation or the date when last in effect, whichever is later. Documents that must be 

maintained include the following: 

 Superseded versions of these Polices and Procedures 
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 Annual Privacy Statement 

 Notice of Health Information Privacy Practices 

 Patient Acknowledgement Of Receipt of Notice Of Health Information Privacy Practices 

(see Explanation below) 

 Requests For Restrictions On Use And Disclosure Of Protected Health Information 

 Authorization Forms 

 Requests For Access To Protected Health Information 

 Denial of Request For Access To Protected Health Information 

 Review Of Denial Of Request For Access To Protected Health Information  

 Requests For Accounting Of Disclosures Of Protected Health Information 

 Requests For Amendment Of Protected Health Information 

 Training materials and attendance sheets 

 Business Associate Contracts (from date that contract ends) 

 Records of investigations and notifications of suspected and actual breaches of Protected 

Health Information sufficient to meet Planned Parenthood of Western PA’s burden of 

demonstrating that all notifications required by the Breach Notice Rule were made or that 

a use or disclosure in violation of the Privacy Rule did not constitute a breach. See Policy 

and Procedure No. 21. 

 

Policy & Procedure No. 5:  Effective Date And Changes To These Policies  

(45 C.F.R.  § 164.530(i)(5)) 

 

These Policies & Procedures are effective as of the date that appears on the first page.  

Changes to these Policies & Procedures that do not materially affect the content of the NOTICE 

OF HEALTH INFORMATION PRIVACY PRACTICES may occur at any time.  The Privacy 

Officer shall be consulted before any changes are made.  

 

If a change to these Policies & Procedures materially affects the responsibilities of 

Workforce members or practices in connection with these Policies & Procedures, or a patient’s 

right to access or control her Protected Health Information, then the affected Workforce 

members must be retrained.   
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III. LIMITATIONS ON USE AND DISCLOSURE OF PROTECTED HEALTH 

INFORMATION 

 

Policy & Procedure No. 6:  Definition Of “Protected Health Information” 

 

It is Planned Parenthood of Western PA’s policy, as required by applicable law and 

regulations, to safeguard all Protected Health Information, including paper documents or records, 

as well as documents or records in electronic form (such as computer diskette, magnetic tape, 

hard disk drive), electronic mail or facsimile transmissions, spoken in conversation, or known 

through Planned Parenthood of Western PA’s activities. 

 

The term “Protected Health Information,” as used in these Policies & Procedures, means 

any information, whether oral or recorded in any form or medium, including demographic 

information, that: 

 

(1) Is created or received by a health care provider, health plan, 

public health authority, employer, life insurer, school or university, 

or health care clearinghouse; and  

(2) Relates to the past, present or future physical or mental health 

or condition of any individual, the provision of healthcare to an 

individual, or the past, present, or future payment for the provision 

of health care to an individual; and 

 

(i) That identifies the individual; or 

(ii) With respect to which there is a reasonable basis to 

believe the information can be used to identify the 

individual. 

 

Protected Health Information does not include: 

 

(1) Information that has been de-identified in accordance with 

Policy and Procedure No. 7; 

(2) Relates to a person who has been deceased for more than 50 

years; 

(3) Relates to employment records held by Planned Parenthood of 

Western PA in its role as employer; 

(4) Relates to certain educational records; or 

(5) Health Information that relates to a person who is deceased for 

more than 50 years. 

 

45 C.F.R. § 164.501 (Excerpted from the definition of “individually identifiable health 

information” and “protected health information” in the Privacy Rule). 

 

Questions about what is or is not Protected Health Information covered by the Privacy Rule must 

be directed to the Privacy Officer 
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Policy & Procedure No. 7:  De-Identification of Health Information (45 C.F.R. 

§§164.514(a), (b) and (c) 

 

Planned Parenthood of Western PA may consider Protected Health Information de-identified, 

and therefore not subject to the Privacy Rule, if it meets one of two criteria set out in the Privacy 

Rule described below. However, even if the below criteria are met, Planned Parenthood of 

Western PA shall not consider Health Information de-identified if it has actual knowledge that 

the information could be used alone or in combination with other information to identify an 

individual who is a subject of the information.  45 C.F.R. § 164.514(b)(2)(ii). 

 

The Privacy Officer must be consulted to determine if information has been properly de-

identified and before any de-identified Health Information is used or disclosed.   

 

a. The Safe Harbor Method 

 

To qualify for this “Safe Harbor,” the Protected Health Information must be stripped of the 

following 18 identifiers of the individual or of relatives, employers or household members of the 

individual: 

 

(A) Names; 

(B) All geographic subdivisions smaller than a State, including street address, city, 

county, precinct, zip code, and their equivalent geocodes, except for the initial three 

digits of a zip code if, according to the current publicly available data from the Bureau of 

the Census: 

 

(1) The geographic unit formed by combining all zip codes with the same three 

initial digits contains more than 20,000 people; and 

(2) The initial three digits of a zip code for all such geographic units containing 

20,000 or fewer people is changed to 000. 

 

(C) All elements of dates (except year) for dates directly related to an individual, 

including birth date, admission date, discharge date, date of death; and all ages over 89 

and all elements of dates (including year) indicative of such age, except that such ages 

and elements may be aggregated into a single category of age 90 or older; 

(D) Telephone numbers; 

(E) Fax numbers; 

(F) Electronic mail addresses; 

(G) Social security numbers; 

(H) Medical record numbers; 

(I) Health plan beneficiary numbers; 

(J) Account numbers; 

(K) Certificate/license numbers; 

(L) Vehicle identifiers and serial numbers, including license plate numbers; 

(M) Device identifiers and serial numbers; 

(N) Web Universal Resource Locators (URLs); 

(O) Internet Protocol (IP) address numbers; 

(P) Biometric identifiers, including finger and voiceprints; 

(Q) Full face photographic images and any comparable images; and 
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(R) Any other unique identifying number, characteristic, or code, including clinical 

trial and medical device numbers . 

 

45 C.F.R. § 164.514(b)(2)(i)(A-R)(emphasis added). 

 

 

b. The Professional Standard Method 

 

Planned Parenthood of Western PA may consider Protected Health Information de-

identified if a person with “appropriate knowledge of and experience with generally accepted 

statistical and scientific principles and methods for rendering information not individually 

identifiable” concludes that “the risk is very small that the information could be used, alone or in 

combination with other reasonably available information” to identify an individual. 

Planned Parenthood of Western PA shall document such determination in accordance 

with the Privacy Rule.  45 C.F.R. § 164.514(b)(1).
 
 

Re-identification: Planned Parenthood of Western PA may assign a unique code in order to re-

identify a record that has been de-identified provided that: 

1. The code is not derived from or related to information about the individual 

and is not otherwise capable of being used to identify the individual and 

2. Neither the code, nor the mechanism of re-identification is used or disclosed 

for any other purpose. 

 

45 C.F.R. § 164.514(c). 

 

Policy & Procedure No. 7a:  Limited Data Sets (45 C.F.R. § 164.514(e)) 

 

Planned Parenthood of Western PA may use and disclose Protected Health Information in 

the form of a Limited Data Set for research, public health and health care operations purposes 

pursuant to a Data Use Agreement that conforms to the specifications of the Privacy Rule. If the 

procedures set out here are followed as confirmed by the Privacy Officer, an authorization is not 

required from the individual. 

A Limited Data Set is Protected Health Information that excludes the following 

identifiers of the Individual, or of relatives, employers or household members of the Individual: 

(A) Names; 

(B) Postal address, other than town or city, State, and zip code.  

(D) Telephone numbers; 

(E) Fax numbers; 

(F) Electronic mail addresses; 

(G) Social security numbers; 

(H) Medical record numbers; 

(I) Health plan beneficiary numbers; 

(J) Account numbers; 
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(K) Certificate/license numbers; 

(L) Vehicle identifiers and serial numbers, including license plate numbers; 

(M) Device identifiers and serial numbers; 

(N) Web Universal Resource Locators (URLs); 

(O) Internet Protocol (IP) address numbers; 

(P) Biometric identifiers, including finger and voiceprints; 

(Q) Full face photographic images and any comparable images. 

 

Data Use Agreement: A Limited Data Set may be disclosed only pursuant to a Data Use 

Agreement (Attachment N) that meets the standards of the Privacy Rule. If the recipient of the 

Limited Data Set is a business associate who performs Health Care Operations, the Data Use 

Agreement may be used in place of a Business Associate Agreement. The Data Use Agreement 

must: 

 Establish the permitted uses and disclosures of the Limited Data Set and prohibit any 

other Use or Disclosure except as required by law. 

 Prohibit the use or disclosure of the Limited Data Set in a manner that would violate the 

Privacy Rule if done by the covered entity. 

 Establish who is permitted to use or disclose the information in the Limited Data Set 

 Require that the recipient of the Limited Data Set: 

o Use appropriate safeguards to prevent use or disclosure of the information other 

than as permitted in the Data Use Agreement 

o Report to the covered entity any use or disclosure not provided for in the Data 

Use Agreement 

o Ensure that any agents to whom it provides the information agree to the same 

restrictions and conditions set out in the Data Use Agreement 

o Not identify the information or contact the individuals. 

 

If Planned Parenthood of Western PA becomes aware that the recipient of the Limited Data Set 

has engaged in a pattern of activity or a practice that constitutes a material breach or violation of 

the Data Use Agreement, Planned Parenthood of Western PA must take reasonable steps to cure 

the breach or end the violation or, if such steps are unsuccessful, it must discontinue disclosures 

of protected health information to the recipient and report the problem to the Secretary of DHHS.  

Upon discovery of any such activities or practices, the Privacy Officer must be consulted in order 

to ensure that that Planned Parenthood of Western PA responds in accordance with the Privacy 

Rule. 

 

 

Policy & Procedure No. 8: Permitted Disclosures for Treatment, Payment  

and Healthcare Operations (45 C.F.R. § 164.506(a))  

 

Planned Parenthood of Western PA may use or disclose Protected Health Information for 

its own purposes of Treatment, Payment or Health Care Operations without an individual’s 

consent or other Authorization.   

 

It may also disclose, without an individual’s consent or other Authorization, Health 

Information  

(i) to another Covered Entity for the payment activities of that entity or  

(ii) to another Covered Entity for the health care operations of that entity so long as 



14 

the entity has or had a relationship with the individual and the protected health 

information pertains to that individual and the disclosure is for the purpose of 

quality assessment and improvement activities, reviewing the competence or 

qualifications of health care professional, accreditation, certification, licensing or 

credentialing activities; or fraud or abuse detection.  

 

If another health care provider requests Planned Parenthood of Western PA to provide 

Protected Health Information for that provider’s Treatment purposes, including a request from 

another affiliate, Planned Parenthood of Western PA will obtain consent from the Individual to 

whom the Protected Health Information belongs prior to such disclosure so as to verify the 

individual’s intent and confirm the identity of the provider to whom the information is sent.   

 

All such uses and disclosures are subject to the Minimum Necessary Rule (Policy and Procedure 

No. 12) and Planned Parenthood of Western PA must obtain a Business Associate Agreement for 

such uses and disclosures when required by the Privacy Rule (Policy and Procedure No. 13). 

Planned Parenthood of Western PA may use only the following Protected Health Information for 

the purpose of raising funds from patients: name, address or other contact information, age, 

gender, date of birth, dates of service, treating physician, health insurance status, and outcome 

information (for example, the fact that the patient had a sub-optimal outcome from her treatment 

may be used to decide not to send her a fundraising communication). 

 

Planned Parenthood of Western PA shall provide to all patients who receive a fundraising 

communication, a clear and conspicuous opportunity to opt out of further fundraising 

communications and a nonburdensome method for the individual to do so.  Such a method shall 

be providing a phone number for the patient to call or providing a stamped self-addressed card or 

letter to the patient at Planned Parenthood of Western PA’s expense.   

 

Marketing: Marketing is not a health care operation activity.  Planned Parenthood of Western PA 

will therefore obtain authorizations to use or disclose Protected Health Information for marketing 

purposes in accordance with the Privacy Rule and Policy and Procedure No.9.  

 

 

 

Policy & Procedure No.  8a Permitted Uses and Disclosures to Family And Friends (45 

C.F.R. § 164.510(b))  

   

 

 Planned Parenthood of Western PA may disclose to a family member, other relative, a 

close personal friend of the patient, or any other person identified by the individual, Protected 

Health Information directly relevant to such person's involvement with the patient’s health care 

or payment  for health care if Planned Parenthood of Western PA first (1) informs the patient and 

obtains the patient’s agreement, (2) provides the patient with an opportunity to object to the 

disclosure and the patient does not express an objection, or (3) determines that it can be 

reasonably inferred from the circumstances, based on the exercise of professional judgment, that 

the patient does not object to the disclosure as further described below. Patient’s agreement to 

allow the disclosure of PHI to another individual may be given orally, but must be documented 

in the health record.  
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 Opportunity to Agree/Object. Planned Parenthood of Western PA may use or disclose 

Protected Health Information to notify, or assist in the notification of (including identifying or 

locating), a family member, a personal representative of the patient, or another person 

responsible for the care of the individual of the individual’s location, general condition or death 

if there is not more restrictive state law on who has access to the patient’s/decedent’s records. 

 

Opportunity to Agree/Object Not Available.  If an opportunity to agree or object to the 

use or disclosure of Protected Health Information cannot practicably be provided because of the 

patient’s incapacity or an emergency circumstance, a health care professional at Planned 

Parenthood of Western PA may, in the exercise of professional judgment, determine whether the 

disclosure is in the best interests of the patient, and, if so, may disclose only that Health 

Information that is directly relevant to the person’s involvement with the patient’s health 

care or payment for health care. 

 

Disclosure Based on Professional Judgment.  A health care professional at Planned 

Parenthood of Western PA may also use her professional judgment and experience with common 

practice to make reasonable inferences of the individual patient’s best interests in allowing a 

person to act on behalf of the patient in picking up filled prescriptions, medical supplies, or other 

similar forms of protected health information. If an individual picks up prescriptions for a 

patient, Planned Parenthood of Western PA must document the individual who picked up the 

prescriptions/supplies in the Health Record.    

 

Deceased Individuals.  If the individual is deceased, Planned Parenthood of Western PA 

may disclose Protected Health Information regarding the individual to persons who were 

involved in the individual’s care or payment for health care prior to the individual’s death if there 

is not more restrictive state law on who has access to decedent’s records. The Protected Health 

information disclosed must be must be relevant to the surviving person’s involvement in the 

deceased’s health care or payment for health care.  Planned Parenthood of Western PA may not 

disclose such information if it to do so would be inconsistent with any prior expressed preference 

of the deceased individual that is known to Planned Parenthood of Western PA. 

 

Relevance to Involvement in Individual’s Care.  Any disclosures to family or friends as 

set out above must be limited to that Protected Health Information directly relevant to the family 

member of friend’s involvement with the patient’s care. 

 

 

 

Policy & Procedure No. 9:  Uses and Disclosures of Protected Health Information Based 

On an Authorization (45 C.F.R §164.501 and § 64.508)  

Planned Parenthood of Western PA shall not use or disclose Protected Health Information 

for purposes other than Treatment], Payment or Healthcare Operations (Policy and Procedure 

No. 8) without obtaining an Authorization signed by the patient, as described below, unless such 

use or disclosure is otherwise permitted by the Privacy Rule without such authorization.  A copy 

of the signed Authorization shall be provided to the patient. 

Verification of Requestor:  Prior to any disclosure of PHI under this policy, Planned 

Parenthood of Western PA will verify the identity of the person requesting the PHI and the 

authority of any such person to have access to the patient’s PHI, if the identity or any such 
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authority of the person is not known to us by obtaining and/or documenting any pertinent 

credentials, documentation, statements or representations, whether oral or written, from the 

person requesting the PHI.  See Policy and Procedure No. 17 (Personal Representatives). 

The Authorization Form For Release Of Health Information (hereinafter referred to as the 

“Authorization”) (Attachment E) shall be used for all purposes other than research.      

A patient may not be required to sign an Authorization as a condition of receiving 

services from Planned Parenthood of Western PA, unless such services are part of treatment 

received during participation in a clinical trial. Policy and Procedure No. 10 (Research). 

Marketing:  “Marketing” means: making a communication about a product or service that 

encourages recipients of the communication to purchase or use the product or service. Planned 

Parenthood of Western PA shall obtain authorization to use or disclose Protected Health 

Information for Marketing Purposes, unless subject to one of the exceptions below. If the 

Marketing communication involves any remuneration, the Authorization shall state that such 

remuneration is involved. 

Exceptions: patient authorization is not required if a marketing communications is made: 

  

a. In a face-to-face communication with an individual;  

b. Involves a  promotional gift to the individual of nominal value provided by Planned 

Parenthood of Western PA____; 

c. In order to provide refill reminders or otherwise communicating about a drug or 

biologic that is currently being prescribed for the individual; 

d. For treatment of an individual by a health care provider, including case management 

or care coordination for the individual or to direct or recommend alternative 

treatment, therapies, health care providers, or settings of care to the individual; 

e. To describe a health-related product or service (or payment for such product or 

service) that is provided by, or included in a plan of benefits of, the covered entity 

making the communication, including communications about: the entities 

participating in a health care provider network or health plan network; replacement 

of, or enhancements to, a health plan; and health-related products or services 

available only to a health plan enrollee that add value to, but are not part of, a plan of 

benefit; or 

f. For case management or care coordination, contacting of individuals with information 

about treatment alternatives, and related functions to the extent these activities do not 

fall within the definition of treatment. 

 

Nevertheless, an authorization IS required if Planned Parenthood of Western PA receives direct 

or indirect  payment (“financial remuneration”) for making the communication covered by items 

b through f listed above from the party whose product or service is being described. However, if 

the payment is received for treatment of an individual or to cover the actual cost of 

communicating about a drug or biologic (exception c), no patient authorization is required. 

 

The Privacy Officer shall be consulted to determine whether a business associate agreement may 

be required where Protected Health Information is used for Marketing Purposes. See Policy and 

Procedure No. 13. 
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Sale of Protected Health Information: Planned Parenthood of Western PA shall obtain 

authorization for any sale of Protected Health Information. A sale means a disclosure of 

protected health information by a Covered Entity or a Business Associate where the covered 

entity or business associate directly or indirectly receives remuneration from or on behalf of the 

recipient of the Protected Health Information in exchange for the Protected Health Information. 

An authorization for sale of Protected Health Information shall disclose that the sale will result in 

remuneration to Planned Parenthood of Western PA. 

Exception.  The sale of PHI does not include the following circumstances in which 

Planned Parenthood of Western PA receives remuneration for disclosure of PHI, and thus 

Planned Parenthood of Western PA need not obtain a patient authorization unless the Privacy 

Rule requires an authorization otherwise.  The Privacy Officer shall be consulted to determine 

whether an individual authorization is required.  The following are not a sale of PHI:  

a. For public health purposes when the disclosure is permitted by the Privacy Rule (see 

Policy and Procedure No.7a and 11; 

b. For research purposes if the remuneration is limited to a fee equal to the direct and 

indirect costs incurred by the covered entity in preparing and transmitting the protected 

health information (See also Policy # 10 – Research); 

c. For treatment and payment purposes; 

d. For the sale, transfer, merger or consolidation of the covered entity’s business; 

e. To or by a business associate for activities undertaken on behalf of a covered entity if the 

only remuneration is payment by the covered entity for the business associate’s services; 

f. To an individual requiring access to his or her PHI as permitted by HIPAA; 

g. As required by law;  

h. For any other purpose permitted by the Privacy Rule if the only remuneration is a fee 

equal to the cost of preparing and transmitting the protected health information. 

 

 

 

Policy & Procedure No. 9a:  Uses and Disclosures of Protected Health Information for 

Advocacy Purposes  

 

Questions have also arisen about communicating with individuals who sign up for the 

Planned Parenthood Action Network or other affiliate-sponsored advocacy activity.  In some 

instances, those individuals are also patients of an affiliate. Communicating with such 

individuals would be restricted by the Privacy Rule if their names were obtained by resort to 

Protected Health Information, such as a clinic sign-in sheet or medical record.  If, however, an 

individual supplies her name and address in response to circulation of a petition or post card, or 

other outreach effort, contacting that individual regarding lobbying and advocacy activities is 

permissible even if she also happens to be a patient.  For more information about this, please see 

the PPFA publication “Engaging Patients, Engaging Communities,” as well as consult with the 

Privacy Officer 

 

 

 

 

 



18 

Policy & Procedure No. 10:  Uses and Disclosures of Protected Health Information For 

Research (45 C.F.R. § 164.512(i)) (Revised October 2013) 

 

All research conducted by or at Planned Parenthood of Western PA shall comply with the 

provisions of the Privacy Rule governing research.  The Privacy Officer shall be consulted prior 

to any disclosure of PHI for research purposes.  A summary and explanation of the applicable 

provisions and procedures related thereto follows.  

 

 

A. Definition of Research Under The Privacy Rule 

 

The Privacy Rule defines research as a “systematic investigation, including research 

development, testing and evaluation, designed to develop or contribute to generalizable 

knowledge.”  45 C.F.R. § 164.501.  The Regulation imposes restrictions on the use and 

disclosure of Protected Health Information for research conducted by Planned Parenthood of 

Western PA, as well as research conducted by others using Protected Health Information from 

Planned Parenthood of Western PA.  Generally, the Privacy Rule permits such use or disclosure 

under one of two circumstances: (1) with a signed Authorization from the patient whose Health 

Information is needed to conduct the research, or (2) with a waiver of such patient Authorization 

obtained from an Institutional Review or Privacy Board, providing certain conditions are met. 

 

B. Use or Disclosure of Protected Health Information For Research 

Purposes Based On An Authorization From The Patient (without an 

IRB or Privacy Board) 

 

Under existing law, most research involving human subjects occurs under the Common 

Rule (45 C.F.R. Part 46) and/or the Food and Drug Administration’s (“FDA”) human subjects 

protection regulations, which contain provisions regarding the confidentiality of health care data 

and mandate written “informed consent” from the research participants.  The Privacy Rule 

further requires that Planned Parenthood of Western PA obtain a signed Authorization from all 

individuals participating in research in the form required by the Institutional Review Board that 

is reviewing and approving the research. 

 

Note that most “informed consent” forms do not allow the disclosure of Protected Health 

Information to the individual participant at least until the research is finished.  This sort of 

limitation takes precedence over any right of access provided for by the Privacy Rule or these 

Policies & Procedures.  45 C.F.R. § 164.524(a)(2)(iii). 

 

 

C. Use or Disclosure of Protected Health Information for Research Purposes 

Without an Authorization (45 C.F.R. § 164.512(i)) 

 

The Privacy Rule also allows Planned Parenthood of Western PA to use Protected Health 

Information for research purposes or to disclose Protected Health Information to a researcher 

without the patient’s Authorization under certain limited circumstances, as detailed below. 

 

1. Use Or Disclosure Based On A Waiver of Authorization From An IRB or 

Privacy Board (45 C.F.R. § 164.512(i)(1)(i)) 
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Planned Parenthood of Western PA may use or disclose Protected Health Information for 

research purposes pursuant to a waiver of authorization issued by an Institutional Review Board 

(“IRB”) or a Privacy Board (a body similar to an IRB established in accordance with provisions 

of the Privacy Rule at 45 C.F.R. § 164.512(i)(1)(i)(B)).  Such waivers will be used, for example, 

for records-based research, where researchers are unable to use de-identified data or it is not 

practicable to obtain each research participant’s authorization.  The waiver from the IRB or 

Privacy Board must contain the following statements: 

 

(A) The use or disclosure of protected health information involves no more than a 

minimal risk to the privacy of individuals, based on, at least, the presence of the 

following elements: 

 

(1) An adequate plan to protect the identifiers from improper use and 

disclosure; 

(2) An adequate plan to destroy the identifiers at the earliest opportunity 

consistent with conduct of the research, unless there is a health or research 

justification for retaining the identifiers or such retention is otherwise required 

by law; and 

(3) Adequate written assurances that the protected health information will not 

be reused or disclosed to any other person or entity, except as required by law 

for oversight of the research study, or for other research for which the use or 

disclosure of protected health information would be permitted by the Privacy 

Rule; 

 

(B) The research could not practicably be conducted without the waiver of 

authorization; and 

(C) The research could not practicably be conducted without access to and use of 

the Protected Health Information. 

 

45 C.F.R. § 164.512(i)(2)(ii). 

 

2. Use Or Disclosure To Prepare A Research Protocol (Without a Waiver From 

An IRB or Privacy Board)(45 C.F.R. § 164.512(i)(1)(ii)) 

 

The use or disclosure of Protected Health Information solely to prepare a research 

protocol or for similar purposes preparatory to research is permitted under the Privacy Rule 

without either an authorization or a waiver of authorization if Planned Parenthood of Western PA 

obtains the following representations in writing from the researcher: 

 

 That the Protected Health Information is sought solely to prepare a research 

protocol or for similar purposes preparatory to research; 

 That no Protected Health Information will be removed from the premises of 

Planned Parenthood of Western PA by the researcher in the course of the 

review; and 

 That the Protected Health Information for which access is sought is necessary 

for the research purposes. 

 

Planned Parenthood of Western PA must also consult state law, as it may impose more 

stringent conditions on the use or disclosure of Protected Health Information for research 
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purposes, in which case such conditions must be followed.  For example, state law may require 

an individual’s consent before a researcher may use her Protected Health Information without an 

authorization or may impose additional conditions for granting a waiver of authorization.  

 

3. Conditioning Treatment Upon Signing Of An Authorization To Use Or 

Disclose Protected Health Information In Connection With Research. 

 

Planned Parenthood of Western PA may condition provision of research-related treatment 

on the patient’s agreeing to authorize the use or disclosure of the patient’s Protected Health 

Information for such research  (“conditioned research”).    

 

Treatment, however, may not be conditioned upon using or disclosing Protected Health 

Information for retrospective research that is not performed as part of a treatment regimen, such 

as collecting tissue samples for a central repository that will perform a retrospective analysis on 

those samples (“unconditioned research”). 

 

4. Compound Authorizations 

 

Planned Parenthood of Western PA may combine authorizations for conditioned and 

unconditioned research (see above) so long as the combined authorization clearly differentiates 

between the conditioned and unconditioned research components and clearly allows the research 

participant the option to opt into the unconditioned research components.   

 

 

5.  Future Research 

 

Research authorizations may be either specific to one study or allow for a range of future 

research projects, as long as the authorization adequately describes such research. 

 

 

 

Policy & Procedure No. 11: Other Permitted Disclosures without an Authorization (45 

C.F.R. §§ 164.512(a) -- (g) and (j)) 

 

 

Background.  The Privacy Rule provides additional circumstances in which a provider 

may disclose PHI without a patient’s authorization, including situations relating to legal 

proceedings, such as subpoenas and warrants to obtain evidence.  With the exception of 

disclosures to the Secretary of DHHS, HIPAA does not require such disclosures or authorize a 

disclosure that is prohibited by state or other laws. The Privacy Officer, in consultation with 

legal counsel, shall determine whether those laws permit, mandate, prohibit, or otherwise limit a 

particular disclosure.   Moreover, the Privacy Officer in consultation with legal counsel, shall 

determine whether to raise legal objections to certain disclosures, such as a motion to quash a 

subpoena, in order to protect a patient’s privacy. 

 

I. General Procedure.  
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A. The Privacy Officer must approve all uses and disclosures of PHI pursuant to this 

policy.  The Privacy Officer may and in some cases must consult with Planned 

Parenthood of Western PA’s legal counsel. Planned Parenthood of Western PA 

shall consider whether to make the disclosure or raise legal objections to it, where 

possible, to protect the privacy of Planned Parenthood of Western PA’s patients. 

B. Verification of the Identity of an Authorized Person 

1. The Privacy Officer will verify the identity of any person requesting a 

disclosure under this policy and the authority of any such person to have 

access to the patient’s PHI, if the identity or any such authority of the 

person is not known to Planned Parenthood of Western PA. 

2. The Privacy Officer will obtain and/or document any pertinent credentials, 

documentation, statements or representations, whether oral or written, 

from the person requesting the PHI. 

C. All disclosures made pursuant to this policy must follow the Minimum Necessary 

rule (see Policy & Procedure 12), when legally permissible to do so.  This may 

require redacting a copy of the medical record so that only the particular 

information responsive to the request for disclosure is disclosed.  Finally, where 

applicable, all occurrence-reporting procedures established by ARMS must be 

followed. 

II. Permitted Disclosures without Patient Authorization 

A. To the Secretary of the Federal Department of Health and Human Services 

(“DHHS”). In accordance with the Privacy Rule, Planned Parenthood of Western 

PA must make disclosures of PHI when required by the Secretary of DHHS or to 

the DHHS Office for Civil Rights to investigate or determine Planned Parenthood 

of Western PA’s compliance with the requirements of the Privacy Rule. 

B. As Required By Law. To the extent that the use or disclosure of PHI is required 

by an applicable law, Planned Parenthood of Western PA may comply with that 

law. 

C. To Public Health Authorities: Planned Parenthood of Western PA may provide 

PHI to a public health authority that is legally authorized to receive such 

information for the purpose of preventing or controlling disease, injury or 

disability, such as reporting of injury or communicable disease; vital events such 

as birth and death; public health surveillance; public health investigation; and 

public health intervention; or, if directed by the public health authority, to a 

foreign government agency that is collaborating with the public health authority. 

D. Abuse or Neglect. 

1. Minors: Planned Parenthood of Western PA may disclose a patient’s PHI 

to a public health authority that is authorized by law to receive reports of 

child abuse or neglect. (Planned Parenthood policy requires such 

disclosures when an affiliate is a mandated reporter.) 
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2. Adults: if Planned Parenthood of Western PA believes that an adult patient 

has been a victim of abuse, neglect or domestic violence, Planned 

Parenthood of Western PA may disclose a patient’s PHI to the 

governmental entity or agency authorized by law to receive such 

information: 

a. If legally required to do so, OR,  

b. Planned Parenthood of Western PA  is permitted by state law to 

make such reports AND: 

i. Planned Parenthood of Western PA, in the exercise of 

professional judgment believes such a report is necessary to 

prevent harm to the victim or other potential victim OR 

ii. If the patient is unable to authorize the disclosure because of 

incapacity, a law enforcement or other public official 

authorized to receive the report represents that the information 

disclosed is not intended to be used to against the individual 

and that an immediate enforcement activity that depends upon 

the disclosure would be materially and adversely affected by 

waiting until the individual is able to agree to the disclosure. 

3. In all cases where a report of abuse, neglect or domestic violence is made 

without the authority of the individual, the patient shall be informed that 

the report will be or has been made, unless Planned Parenthood of 

Western PA, in the exercise of professional judgment, believes that 

informing the individual would place the individual at risk of serious 

harm; or Planned Parenthood of Western PA would be informing the 

personal representative of an incompetent person and Planned Parenthood 

of Western PA  believes the personal representative is responsible for the 

abuse, neglect or domestic violence and informing that personal 

representative would not be in the best interests of the individual 

E. Food and Drug Administration. Planned Parenthood of Western PA may 

disclose a patient’s PHI to a person or entity authorized by the U.S. Food and 

Drug Administration (“FDA”) to receive information related to the quality, 

safety or effectiveness of an FDA-regulated product or activity for which the 

person or entity has responsibility. 

F. Health Oversight. Planned Parenthood of Western PA may disclose PHI to a 

health oversight agency for activities authorized by law, such as audits; civil, 

criminal or administrative investigations, proceedings or actions; inspections; 

or licensure or disciplinary actions. However such information may not be 

disclosed when the individual is the subject of the investigation and the 

investigation is not directly related to the receipt of health care. 

G. Legal Proceedings. Planned Parenthood of Western PA may disclose PHI 

requested in the course of a judicial or administrative proceeding subject to the 
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rules below. The Privacy Officer must consult legal counsel before proceeding 

to answer such a request 

1. In response to an order of a court or administrative tribunal (but only that 

PHI for which disclosure is expressly authorized by the order).  Planned 

Parenthood of Western PA will consider whether to raise legal objections 

to such orders in order to protect patient privacy. When possible, the 

patient shall be informed of the receipt of such an order and response to 

the order shall be coordinated with the patient. 

2.   In response to a subpoena, discovery request or other lawful process not 

accompanied by an order or a court or administrative tribunal. The Privacy 

Rule contains specific steps that must be taken before PHI may be released in 

response to such a request. Those are not outlined in this policy but will be 

determined by the Privacy Officer in consultation with legal counsel.   

H. Disclosures to Law Enforcement. Planned Parenthood of Western PA may 

disclose PHI to a to a law enforcement official in the following circumstances. 

In all such circumstances, Planned Parenthood of Western PA will consider 

whether to raise legal objections to such orders in order to protect patient 

privacy. When possible, the patient shall be informed of the receipt of such a 

request and response to the request shall be coordinated with the patient. 

1. For law enforcement purposes, in response to a request pursuant to a 

court order or court ordered warrant or grand jury subpoena (but 

only that PHI for which disclosure is expressly authorized by the 

order).  (Copies of the warrants or subpoenas must be saved in the 

patient’s health record) 

2. For law enforcement purposes, in response to an administrative 

request, including an administrative summons, or a civil or 

authorized investigative demand or similar process authorized under 

law, provided that: 

a. The information sought is relevant and material to a legitimate law 

enforcement inquiry, 

b. The request is specific and limited in scope to the extent 

reasonably practicable in light of the purpose for which the 

information is sought AND 

c. De-identified information could not reasonably have been used. 

3. Information to locate an individual. In response to a law enforcement 

officer’s request for PHI in order to locate a suspect, fugitive, material 

witness or missing person, but only the following PHI may be 

provided: name and address; date and place of birth; social security 

number; ABO blood type and rh factor; type of injury; date and time 

of treatment; date and time of death, if applicable and a description of 

distinguishing physical characteristic (height, weight, etc.,), BUT NOT 



24 

DNA information, dental records or typing samples or analysis of 

bodily fluids or tissues. 

4. Information about a person who is the victim of a crime (other than 

reporting of abuse and neglect as described in section above). Planned 

Parenthood of Western PA may provide PHI to a law enforcement 

officer when an individual is suspected to be the victim of a crime if 

the individual’s agreement cannot be obtained because of incapacity or 

other emergency circumstance AND: 

a. The law enforcement official represents that the information is 

needed to determine whether a violation of law by a person other 

than the victim has occurred and such information is not intended 

to be used against the victim AND 

b. The disclosure is in the best interests of the individual as 

determined by Planned Parenthood of Western PA in the exercise 

of professional judgment. 

5. Crime on the premises. Planned Parenthood of Western PA may 

disclose to law enforcement PHI that Planned Parenthood of Western 

PA believes in good faith constitutes evidence of criminal conduct that 

occurred on its premises. 

I. Serious Threat to Health or Safety. Planned Parenthood of Western PA may 

use a patient’s PHI, or disclose it if  Planned Parenthood of Western PA 

believes, in good faith (based on Planned Parenthood of Western PA’s actual 

knowledge or the credible representation of a person with actual knowledge or 

authority) that: 

1. The use or disclosure is necessary to prevent or lessen a serious and 

imminent threat to the health or safety of the patient or to others. Such 

disclosure may be made to a person reasonably able to prevent the 

threat, including the target of the threat. OR 

2. The use or disclosure is necessary for law enforcement authorities to 

identify or apprehend an individual because the individual has made a 

statement to Planned Parenthood of Western PA admitting participation 

in a violent crime that Planned Parenthood of Western PA reasonably 

believes may have caused serious physical harm to the victim.  

However, such a disclosure may contain only the information contained 

in the individual’s statement and the PHI listed in section G.3., above. 

The Privacy Officer shall consult with legal counsel with respect to the 

disclosure of particularly sensitive health data, such as AIDS/HIV 

status and substance abuse records. 

J. Coroners, Medical Examiners, Funeral Directors. 

1. Planned Parenthood of Western PA may disclose PHI to a coroner 

or medical examiner for identification purposes, determining cause of 
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death or for the coroner or medical examiner to perform other official 

duties. 

2. Planned Parenthood of Western PA may disclose PHI to a funeral 

director, as authorized by state law, in order to permit the funeral 

director to carry out his or her duties, including disclosure prior to, and 

in reasonable anticipation of, the death of a patient, if necessary for the 

funeral director to carry out his or her duties. 

 

Policy & Procedure No. 12:  Minimum Necessary Rule (45 C.F.R. §164.502(b) and 

§164.514(d)) 

 

Planned Parenthood of Western PA shall make reasonable efforts to limit the use or 

disclosure of Protected Health Information to the minimum necessary to accomplish the intended 

purpose of such use or disclosure.   

 

A. Uses And Disclosures Exempted From The Minimum Necessary Rule.  The 

following uses and disclosures are exempted from the Minimum Necessary Rule and, if there are 

no other prohibitions (i.e., a patient request for restrictions on use and disclosure that has been 

accepted by Planned Parenthood of Western PA pursuant to Policy & Procedure 15), the entire 

record containing Protected Health Information may be used or disclosed (see 45 C.F.R. § 

164.502(b)(2)): 

 

 Uses related to Treatment  

 Disclosures to another provider for Treatment 

 Disclosures to the patient 

 Disclosures pursuant to any Authorization 

 Disclosures to HHS for compliance or enforcement actions 

 Uses or disclosures required by other laws 

 Disclosures necessary to meet the requirements of HIPAA, such as entering all 

data elements required to complete a Standard Transaction  (see Glossary for 

definition) which may require some data elements beyond those directly relevant 

to a specific treatment eposide to be  disclosed; for example, a request to a health 

plan to obtain an authorization for the health care may require additional 

information from prior treatment to determine medical necessity. 

 

For all other uses and disclosures, the Minimum Necessary Rule applies. 

 

B. Uses Of Protected Health Information Within Planned Parenthood of 

Western PA (45 C.F. R. §164.514(d)(2)): Personnel Limitations.  Access to Protected Health 

Information within Planned Parenthood of Western PA is restricted to the following classes of 

persons. Only persons or classes of persons listed in these Policies & Procedures are permitted 

access to Protected Health Information created, maintained or received by the affiliate. 

 

1. Classes Of Persons With Unrestricted Access To Protected Health 

Information For Treatment Purposes: 

 

 Providers, including Nurse Practitioners and Physicians 
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 Nurses  

 Other health care professionals directly involved in the patient’s care 

 

2. Classes Of Persons With Access To Limited Types of Protected Health 

Information Under Certain Conditions (to be specified by affiliate): 

 

 Administrative staff engaged in billing, payment, audit, quality assurance, or 

insurance matters 

 Volunteers or students involved in the direct care of patients 

 

 

  C. Routine or Recurring Disclosures Of Protected Health Information (45 

C.F.R. § 164.514(d)(3)).  For disclosures of Protected Health Information outside the affiliate 

that are made on a routine and recurring basis, disclose only that Protected Health Information 

necessary to achieve the purpose of the disclosure. This Policy shall also apply to disclosures by 

Planned Parenthood of Western PA in order to request health information for its own purposes. 

For example: 

 

 Disclosures to payors (health plans, insurance companies, state agencies) shall be 

limited to the Protected Health Information necessary to justify payment or 

comply with governmental guidelines. 

 Disclosures to medical transcribers shall be limited to that portion of the health 

record necessary to accomplish the transcription. 

 Disclosures to persons involved in a patient’s care or payment for care shall be 

limited to that portion of the health record related to the person’s involvement. 

 

 

D. Non-Routine Disclosures Of Protected Health Information Require 

Individual Review By The Privacy Officer.  The Privacy Officer shall review 

on an individual basis all non-routine disclosures of Protected Health Information 

(those not recurring on a regular basis) and determine the minimum amount of 

information necessary to achieve the purpose of the disclosure. This Policy shall 

also apply to non-routine disclosures by Planned Parenthood of Western PA in 

order to request health information for its own purposes. This will occur, for 

example, when disclosures are made to a business associate that performs auditing 

or quality control services (See Policy & Procedure 13) or when requests are 

made for disclosures of PHI for research purposes (See Policy & Procedure 10).   

 

E. Disclosures Of Protected Health Information Where Representations By 

Requester May Be Relied Upon.  In certain instances, Planned Parenthood of Western PA may 

rely upon the request of another party as the minimum necessary to accomplish the requestor’s 

stated purpose, provided that such reliance is reasonable under the circumstances.  In some 

circumstances, the requesting party must explicitly state that the information is the minimum 

necessary. The instances where such reliance is permitted are as follows: 

 

 Disclosures made to a public official who represents that the disclosure is the 

minimum necessary for the stated purpose. But, the disclosure must conform to 

the specific policies set out in Policy and Procedure no. 11 and the Privacy Rule 
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 The Information is requested by another Covered Entity 

  

 Protected Health Information requested by a professional who is a member of the 

Workforce or a Business Associate of Planned Parenthood of Western PA. 

 

 Disclosures to researchers that are properly documented as required by these 

Policies & Procedures (see Policy & Procedure 10) 

 

 

Policy and Procedure No. 12a: Reasonable Safeguards to Protect Health Information. (45 

C.F.R. § 164.530(c)) 
 

Planned Parenthood of Western PA has adopted Administrative, Technical and Physical 

safeguards in order to protect its patients’ Health information from intentional and unintentional 

uses and disclosures in violation of the Privacy Rule and these policies and procedures; and to 

limit incidental uses or disclosures that may occur as a result of an otherwise permitted or 

required use or disclosure of PHI. These include the policies and procedures Planned Parenthood 

of Western PA has adopted to comply with the Security Rule to protect electronic Protected 

Health Information, see Planned Parenthood of Western PA Security Manual, and the PPFA 

Guidelines for Electronic Communications with Patients. Some of the other protections Planned 

Parenthood of Western PA has adopted follow: 

1. Development, implementation, and periodic review and revision of these policies 

and procedures; 

2. The designation of a Privacy Officer as the person responsible for implementing 

our policies and procedures, receiving complaints, and, along with, his or her 

designee, providing information regarding our Notice of Privacy Practices; 

3. Speaking quietly when discussing a patient’s condition with family members in a 

waiting room or other public area; 

4. Avoiding use of patients’ names in public hallways and other public areas of 

Planned Parenthood of Western PA’s office; 

5. In areas where multiple patient-staff communications routinely occur, use of 

cubicles, dividers, shields, curtains, or similar barriers as is reasonable for 

Planned Parenthood of Western PA. 

6. Posting signs to remind employees to protect patient confidentiality;  

7. Eliminating the posting of PHI in public areas where unauthorized persons can 

view the information; 

8. Isolating or locking file cabinets or records rooms, or otherwise restricting 

medical records from access by unauthorized persons, such as placing these in an 

area of the facility that receives routine surveillance; 
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9. When maintaining patient charts outside of exam rooms, using such measures as 

reasonably limit access to these areas, such as ensuring that the area is supervised, 

escorting non-employees in the area, and/or placing patient charts in their holders 

with identifying information facing the door or wall or otherwise covered, rather 

than having health information about the patient visible to anyone who walks by; 

10. When calling out patient names or addressing patients in the waiting area, limiting 

the information disclosed, such as referring the patients to a reception area where 

they can receive further instructions in a more confidential manner; 

11. Using X-ray lightboards only in an area generally not accessible by the public, or 

not readily visible to the public, or any other safeguard which reasonably limits 

incidental disclosures to the general public; 

12. Determining which Planned Parenthood of Western PA personnel have access to 

keys and/or combinations to gain access to offices and/or to areas housing PHI 

and limiting such access to those whose duties require this level of access; 

13. Imposing security measures on computers and other systems containing PHI, such 

as restrictions on workstation use, unique user ID’s and strong passwords to 

access such computers, and firewalls; 

14. Ensuring that all tissue sent to laboratories are accurately labeled with the correct 

patient identifiers.  

15. Providing adequate security for our mailboxes, laboratory collection boxes or 

other places where non-Workforce members may have access to PHI. 

16. Following procedures outlined in Security Manual for destruction of ePHI. All 

other documents that contain PHI must be shredded or placed in a secured bin. 

Planned Parenthood of Western PA will provide work force members with access 

to shredders or secured bins for proper disposal of confidential hard copies 

containing Protected Health Information. The Privacy Officer is responsible to 

ensure that such disposal is appropriate. Documents containing PHI shall NEVER 

be discarded in trash bins, recycle bins or other publicly-accessible locations.   

17. Printed copies of PHI must never be left unattended or open to compromise. 

18. Printers and copiers used for printing of Protected Health Information shall be 

located in a secure, non-public location.  If the equipment is in a public location, 

the information being printed or copied is required to be strictly monitored. 

19. Protected Health Information printed to a shared printer shall be promptly 

removed. 

20. Media and hardcopy containing Protected Health Information must have access 

controls during transportation and disposal limiting access to only authorized 

members of the Workforce. 

21. Text messaging: Text messaging is not secure and shall not be used to exchange 

protected health information.  Text messaging may be used to provide limited 
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information to patients with their consent.  See PPFA Guidelines for Electronic 

Communications with Patients. 

22. Telephone voice messaging: may not be used to transmit protected health 

information, except to another provider for treatment purposes in an emergency 

situation where another form of communication cannot reasonably be used.  

Planned Parenthood of Western PA may provide limited voice mail messages to 

patients with their consent. See PPFA Guidelines for Electronic Communications 

with Patients. 

 

 

Policy & Procedure No. 13:  Business Associate Contracts Agreements (45 C.F.R.  §§ 

160.103, 164.314 and 164.504(e)) 

 

 

A Business Associate Agreement (BAA) is required between Planned Parenthood of 

Western PA and any entity or person (other than a member of the Covered Entity’s Workforce) 

that creates, receives, maintains or transmits Protected Health Information on behalf of Planned 

Parenthood of Western PA in order to perform a function or service for Planned Parenthood of 

Western PA. These functions and services include but are not limited to: 

 

 Claims processing or administration 

 Data analysis, processing or administration 

 Utilization review 

 Billing benefit management 

 Practice management 

 Repricing 

 Legal  services 

 Actuarial services 

 Accounting services 

 Consulting services 

 Management services 

 Administrative  

 Data aggregation 

 Financial services. 

 Accreditation services 

 Risk Management 

 Quality Assurance. 

 

The template BAA attached to this Manual (Attachment M) shall be used.  If a vendor 

proposes a different form, or changes to the template BAA, such changes shall be reviewed by 

the Privacy officer in consultation with legal counsel. 

 

A health care provider or other covered entity that provides business services to Planned 

Parenthood of Western PA is a business associate of Planned Parenthood of Western PA. For 

example, a Planned Parenthood affiliate that provides management services to Planned 

Parenthood of Western PA is a business associate. 
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A BAA is not required for: 

 A disclosure of Protected Health Information to a member of the Workforce, 

including student interns and volunteers. However, such individuals must sign the 

Annual Privacy Statement. 

 A disclosure for Treatment purposes, such as exchanges of information with a 

hospital or other provider to which a patient has been referred or disclosures to a 

laboratory that provides testing services.   

 

 A disclosure to a health plan for purposes of payment.  Reminder, the minimum 

necessary rule (Policy No. 12) must be followed. 

o However, disclosures of Protected Health Information to a clearinghouse 

(an organization that translates the data into a standard format to assist 

with payment (45 C.F.R. § 160.103)), does trigger the need for a BAA, 

even though the clearinghouse is a Covered Entity. 

 Sending Protected Health Information via the mail, UPS, telephone or via the 

Internet does not require a BAA if the vendor merely acts as a conduit for 

information without viewing it. However, if the vendor views the information or 

“maintains” the information (even without viewing it), the vendor is a business 

associate. Therefore, an IT vendor that provides data storage services “in the 

cloud” is a business associate, even if it never views the PHI it stores. 

 Cleaning services/construction contractors and the like do not trigger a business 

associate relationship because the scope of work does not call for use or 

disclosure of Protected Health Information.  As a practical matter, however, to 

prevent any inadvertent disclosures, Planned Parenthood of Western PA will 

insert a provision in the contractor’s agreement advising them that Protected 

Health Information is on the premises and their employees and agents are 

prohibited from viewing or accessing any Protected Health Information. 

 Disclosures to a government agency for the purpose of determining eligibility for, 

or enrollment in a government health plan to the extent the collection of the 

information is authorized by law. 

 Disclosures to a state licensing agency in its capacity as a health oversight agency.  

(See definition of “Health Oversight Agency” in the Glossary (45 C.F.R. § 

164.501)).] 
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IV. PATIENTS’ RIGHTS AND PROVIDER’S OBLIGATIONS 

 

 

Policy & Procedure No. 14:   Patients’ Right to Notice of Health Information Privacy 

Practices And Acknowledgment Of Receipt (45 C.F.R. § 164.520) 

 

Planned Parenthood of Western PA shall have a written Notice of Health Information 

Privacy Practices (hereinafter referred to as the “Notice”) see Attachment B for sample) that 

shall be prominently posted on Planned Parenthood of Western PA’s website and in a clear and 

prominent location in each of its clinics. Such Notice must also be provided to all individuals no 

later than the date of the first service delivery, whether such service is delivered face-to-face, 

over the telephone, or electronically. Planned Parenthood of Western PA shall also have 

available at each service delivery site sufficient paper copies of the Notice to provide to 

individuals who request them. 

 

If Planned Parenthood of Western PA materially changes the privacy practices stated in 

the Notice, it shall revise the Notice, and post the notice in its clinics and on its website as stated 

above and make the revised Notice available to individuals upon request.  The effective date of 

the change shall be stated on the Notice and no such change shall be effective prior to that date. 

The Privacy Officer shall make the determination, in consultation with local counsel, whether 

any modification to the Notice constitutes a material change.   

 

 Planned Parenthood of Western PA shall also make a good faith effort to obtain from the 

individual patient a written acknowledgement of receipt of Planned Parenthood of Western PA’s 

Notice by using the Acknowledgement of Receipt of Notice of Health Information Privacy 

Practices form (hereinafter referred to as the “Acknowledgement”) (Attachment C) and placing 

the signed Acknowledgement in the patient’s medical record.  45 C.F.R.§ 164.520(c)(2). 

 

When the first service delivery is in-person, Planned Parenthood of Western PA shall 

provide a physical copy of the Notice to the patient on that first day of service.  

 

When the first service delivery is electronic (via Planned Parenthood on-line health 

services, etc.), the Notice must be provided automatically and contemporaneously in response to 

the first request for electronic medical services. If electronic transmission of the Notice fails, a 

paper copy shall be provided to the individual by mail sent on day of the first service delivery.  

In addition, Planned Parenthood of Western PA shall provide a paper copy of the Notice upon 

the individual’s request. The Acknowledgement shall be captured electronically through a 

mechanism that allows a patient to acknowledge such receipt. A documented version of the 

electronic acknowledgment shall be placed in the individual’s medical record. This provision 

does not apply to the scheduling of in-person appointments via an on-line tool. In that case, the 

notice provision and acknowledgment requirements may be satisfied at the time the individual 

arrives for the appointment. 

 

Where first service delivery is over the telephone, the Notice and Acknowledgement 

must be mailed to the individual no later than the day of that service delivery, with a request that 

the individual sign the Acknowledgement and return it to Planned Parenthood of Western PA.  

(This provision does not apply to the scheduling of in-person appointments via telephone. In that 

case, the notice provision and acknowledgment requirements may be satisfied at the time the 

individual arrives for the appointment). Patients must be informed of this requirement and asked 
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if they object to receiving a copy of the Notice and Acknowledgement through the mail.  If the 

patient so objects, the time, date and reasons for the objection shall be documented and kept in 

the individual’s file.  If and when the individual comes to the clinic, she shall be provided with a 

Notice and Acknowledgement at the time of her first visit. 

 

The patient’s failure to sign or return an Acknowledgement shall not affect the provision 

of services by Planned Parenthood of Western PA, providing that a good faith effort has been 

made to obtain such Acknowledgement, and that such efforts and the reasons for failing to obtain 

a signed Acknowledgement are documented on the Acknowledgement form and placed in the 

patient’s file. 

 

 

  

Policy & Procedure No. 15:  Patients’ Right To Request Restrictions On The Use Or 

Disclosure Of Their Protected Health Information and to Request Confidential 

Communications (45 C.F.R. §§ 164.522-)  

 

Patients have the right to request restrictions on the use or disclosure of Protected Health 

Information for treatment, payment or health care operations.  A patient who requests such 

restrictions shall complete the Request for Restrictions On Use And Disclosure Of Protected 

Health Information (hereinafter referred to as the “Restrictions Request”) (Attachment D).  

Planned Parenthood of Western PA must consider, but is not required to agree to the requested 

restrictions. However, if the patient requests a restriction on disclosures to a health plan about a 

service for which the patient (or another person on the patient’s behalf) has paid in full, the 

Planned Parenthood of Western PA must honor that restriction. See below for the procedure in 

such cases. 

 

After the patient completes the Restrictions Request, staff shall immediately take it to the 

Privacy Officer or a supervisor.  Unless an emergency exists, the patient may not receive 

healthcare services until approval of the requested restrictions is obtained from one of these 

individuals. 

 

If the request is not approved, the patient should be informed that she will not be treated 

unless her request for restrictions is withdrawn.  If the patient refuses to withdraw her request, 

then inform her that a written notice will be sent within the next thirty days explaining the 

reason(s) for denial of her request. 

 

The restrictions shall not prevent providing Protected Health Information to another 

health care provider for emergency treatment. The other health care provider must be requested 

not to further use or disclose the information. 

 

A patient may request restrictions only in relation to treatment, payment and health care 

operations. The patient may not obtain a restriction on using and disclosing health information in 

the other situations for which patient authorization is not required. See Policy and Procedure No. 

11.   
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Procedure for requests to restrict disclosures to a health plan where Planned Parenthood of 

_____ has been paid in full by the patient or by someone else on the patient’s behalf. 

 

Planned Parenthood of Western PA MUST honor a patient’s request not to provide 

Protected Health Information to a health plan for services for which the patient (or another 

person on the patient’s behalf) has paid Planned Parenthood of Western PA in full, unless such 

disclosure is required by law. In addition, Planned Parenthood of Western PA shall not disclose 

the restricted information to a business associate of the health plan which processes claims for 

payment. Planned Parenthood of Western PA may not terminate such a restriction without the 

patient’s consent. 

 

Planned Parenthood of Western PA has no obligation to notify downstream providers 

(such as a pharmacy or clinicians to which it has referred the patient) of this restriction. Where 

possible, however, Planned Parenthood of Western PA will assist patients to protect their 

privacy, as by providing a paper prescription so that an individual has an opportunity to request 

that a pharmacist honor the restriction before the pharmacist submits a claim to the patient’s 

health plan. 

 

If the health plan does not allow Planned Parenthood of Western PA to unbundle the 

services that it submits for payment from the services about which the patient wishes to restrict 

release of information, Planned Parenthood of Western PA shall give the patient the opportunity 

to pay in full for the entire bundle of services. 

  

Subsequent treatments: If the individual requests follow-up treatment, and does not object 

to the health plan receiving information about that treatment, but in order to process a claim for 

that treatment Planned Parenthood of Western PA must supply information about a previous 

treatment for which the patient did restrict the release of information, Planned Parenthood of 

Western PA may provide the health plan information about the previous treatment. For example, 

Planned Parenthood of Western PA may provide information previously restricted by the patient 

if that information is necessary to establish that the follow-up care is medically necessary and 

thus eligible for payment by the health plan.  Planned Parenthood of Western PA shall inform 

individuals of this and give them an opportunity to pay out-of-pocket for the subsequent service 

as well. 

 

Patients’ Right to Receive Confidential Communications 

 

Planned Parenthood of Western PA shall permit all patients to request confidential 

communications from Planned Parenthood of Western PA, including allowing the patient to 

request alternative means of communication and to receive communications at alternative 

locations. For example, a patient may request that she receive mail at a friend’s home or that she 

be contacted by telephone only. Planned Parenthood of Western PA shall accommodate all such 

requests if reasonable to do so. Planned Parenthood of Western PA may not require the patient to 

explain the basis of her request, but may require, if appropriate, a representation from the patient 

that she could be endangered by the disclosure. 
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Policy & Procedure No. 16:  Patients’ Right of Access to Their Protected Health 

Information (45 CF.R. § 164.524)  

 

Patients shall have the right of access to inspect and copy their Protected Health 

Information and Planned Parenthood of Western PA shall provide each patient with access to her 

Protected Health Information for as long as it maintains such information. The patient’s right to 

access is subject to certain exceptions and limitations, as described below. Verification of the 

authority and identity of the person requesting access to Protected Health Information is 

required.  

 

The following sections describe (A) who has access to an individual’s Protected Health 

Information, (B) procedures governing requests for access, (C) grounds for denying access, and 

(D) procedures governing denial of access. 

 

A. Who is Entitled to Access to Protected Health Information under this Policy?  

The right to access Protected Health Information under this Policy and the Privacy Rule 

rests with the individual or his or her personal representative, which includes a parent of his or 

her minor child, and the guardian of an incompetent person who is authorized to make health 

care decisions for the incompetent.  However, the rules on minors have a number of exceptions 

that allow Planned Parenthood of Western PA to provide confidentiality for many services to 

minors.  Policy No. 17 describes the Privacy Rule with respect to minors and incompetents as 

well as deceased individuals in detail. 

B. Procedures Governing Requests for Access By Patients (45 C.F.R. § 164.524) 

 

Use of Form.  Patients requesting access to their Health Information should complete the 

Request For Access To Health Information (Attachment G).   The authority and identity of the 

person requesting access must be verified.    The person requesting access may designate on the 

form another person to receive the information.  

 

Under certain circumstances, detailed below in subsection C, access to patient’s medical 

records may be limited or denied.  The decision to grant a patient access to his or her medical 

records must be made by a licensed healthcare professional, who will consider whether such 

access complies with these Policies & Procedures and the requirements of the Privacy Rule. The 

PPWP Lead Clinician is responsible for making this determination, in consultation with the 

Privacy Officer, where necessary.   

 

Time and Manner of Access.  Planned Parenthood of Western PA shall act on a request 

for access (either granting or denying it) no later than 30 days after receipt of the request and, if 

access is granted, shall arrange with the individual a convenient time and place to inspect or 

obtain a copy of her Health Information or shall mail a copy of the Protected Health Information 

to the individual at her request. 

 

Providing electronic health information. If a patient’s health information is maintained in 

any electronic format (electronic health record, PDF, MS Word file, etc.) and the patient requests 

an electronic copy of the information, Planned Parenthood of Western PA will provide access to 

the health information in the electronic form and format requested by the individual, if it is 

readily producible in such form and format, or if not, in any other readable electronic form and 



35 

format as agreed to by the Planned Parenthood of Western PA and the patient. If no electronic 

format can be agreed upon, Planned Parenthood of Western PA may provide a paper copy. 

Planned Parenthood of Western PA need not agree to a format that poses a threat to its electronic 

systems.  

For example: Planned Parenthood of Western PA maintains some health information in 

an EHR and some in a scanned-in PDF file. The patient requests that the information be 

converted to MS Word and downloaded onto a flash drive that she supplies. The 

information is not readily producible in Word and Planned Parenthood of Western PA 

fears the flash drive could have viruses that could damage its electronic systems.  Planned 

Parenthood of Western PA offers the patient a single PDF file e combining output from 

the EHR and the existing PDF files, all copied onto a writable compact disc. If patient 

declines this offer, Planned Parenthood of Western PA may supply her with paper copies 

of the files. 

 

Manner of delivery of electronic information:  if a patient requests that electronic 

information be delivered by email, Planned Parenthood of Western PA will comply with the 

request, provided the patient has been informed of and accepted the risks to privacy and security 

of receiving health information via unencrypted email. Where possible Planned Parenthood of 

Western PA shall offer to provide electronic health information via a secure (encrypted) method, 

such as a secure Web portal. 

 

 Copying Fees.   Planned Parenthood of Western PA may impose a reasonable, cost-

based fee for providing a copy of the Health Information to the individual.  Such fee may include 

the cost of labor for copying, whether in electronic or paper form, the cost of supplies for 

copying the information, including the costs of paper or portable electronic media if the 

individual requests the electronic copy be provided on portable media, as well as postage, where 

the individual has requested mailing.  If a summary will be provided, the costs shall also include 

the time spent preparing a summary of the Health information.        

 

C. Grounds For Denying A Patient Access To Protected Health Information  

 

1. Denial Of Access, Not Subject To Review.   An individual may be denied access 

to her Protected Health Information in the following circumstances and Planned Parenthood of 

Western PA has no obligation to provide a right of appeal (review) to the individual.  

 

a. Information Was Compiled For a Legal Proceeding.  When the 

Protected Health Information was compiled in reasonable anticipation of, or for use in, a civil, 

criminal, or administrative action or proceeding.    

 

  b. Psychotherapy Notes.  When the requested information meets the 

definition of “psychotherapy notes” under the Privacy Rule (see definition in Glossary). 

 

c. Relates To An Inmate.  When the request is from an inmate of a 

correctional institution, and when Planned Parenthood of Western PA has provided health 

services under the direction of that institution,   Planned Parenthood of Western PA may deny a 

request when it believes that providing a copy of the information would jeopardize the health, 

safety, security, custody, or rehabilitation of the inmate or of other inmates, or the safety of any 

officer, employee, or other person at the correctional institution or responsible for the 
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transporting of the inmate. 

 

 d. Relates To A Research Study.  When the patient has agreed to be denied 

access to his or her Protected Health Information at the time he or she provides consents to a 

research study that includes treatment. The patient must be informed that her access will be 

reinstated upon completion of the research.   See 45 C.F.R. § 164.524(a)(2)(iii). 

 

e. Obtained With Promise Of Confidentiality.  When the information was 

obtained from someone other than a healthcare provider under a promise of confidentiality and 

the access requested would be reasonably likely to reveal the source of the information.  

 

  f. Contained in Records Subject to the Privacy Act, 5 U.S.C. § 552a and 

denial of access would meet the requirements of that law.  

 

2. Denial Of Access, Subject To Review (45 C.F.R. § 164.524(a)(3)).   Planned 

Parenthood of Western PA may deny an individual access to her Protected Health Information 

for the reasons stated below.  However, an individual is entitled to a review of such a denial. 

  

a.  Professional Judgment Regarding Risks to Patient or Another 

Person.  When a licensed health care professional has determined, in the exercise of professional 

judgment, that the access requested is reasonably likely to endanger the life or physical safety of 

the patient or another person.   

 

 b. Information References More Than One Person.  When the 

information makes reference to another person (other than another healthcare provider) and a 

licensed health care professional has determined, in the exercise of professional judgment, that 

the access requested is reasonably likely to cause substantial harm to such other person. 

 

c. When A Patient’s Personal Representative Makes The Request.  When 

the request for access is made by a patient’s personal representative (parent of a minor or 

guardian of an incompetent) and a licensed healthcare professional has determined, in the 

exercise of professional judgment, that the provision of access to such personal representative is 

reasonably likely to cause substantial harm to the patient or another person, then access may be 

denied.  Note: This right to request Health Information and to obtain a review of any denial does 

not apply if the health care provider has determined that a parent or guardian should not be 

treated as a minor’s personal representative at all because of the threat of abuse, neglect, 

endangerment or domestic violence, or for some other reason.  See Policy 17 generally, and 

section D (provision on “abuse, neglect and endangerment”).  In that case, no explanation is 

required.  The requestor may simply be informed that, pursuant to federal law, access to the 

Protected Health Information is limited to the individual who is the subject of the Information.   

 

  D. Procedures Governing Denial of Access  

 

If access is denied for one of the reasons for which the patient is not entitled to review 

(reasons listed in C.1 above), give the patient a copy of the Denial Of Request For Access To 

Health Information form (herein referred to as the “Denial Form”) (Attachment H), indicating 

the applicable reason and retain a copy in the patient’s medical record.  
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If access is denied for one of the reasons for which the patient or her personal 

representative is entitled to review (reasons listed in Section C.2. above), determine if portions of 

the record or a summary of the medical record can be made available to the individual. If so, give 

the individual a copy of the Denial Form (Attachment H) indicating the basis for denial of access 

and offer the patient either a summary of the record or access to portions thereof.  If neither of 

these options is possible or if the patient refuses a summary or access to limited portions of the 

record, return a copy of the Denial Form to the patient indicating the reason for denial of access 

and the individual’s right to have the decision reviewed by another licensed health care 

professional within the affiliate. 

 

In stating the reasons for denial, in circumstances where a health care professional 

believes that revealing information will cause substantial harm to the individual or a third 

person, extreme care should be exercised in stating the reason for a denial so as not to 

trigger the harm sought to be avoided.  

 

If the patient requests, and is entitled to, a review of the denial of access (for one of the 

reasons listed in Section C.2. above), have her complete a Review Of Denial Of Request For 

Access To Health Information (Attachment I) and give a copy of that form and the Patient 

Request For Access To Health Information form to the PPWP Medical Director, who will make 

a final determination.  Upon review and determination, send a response to the patient indicating 

the result of the review and how the patient may file a complaint with this office/clinic or to the 

Secretary of Health and Human Services (“HHS”). File a copy of all forms and other 

documentation received from the patient in the patient’s medical record.  A decision on the 

individual’s request for review must be made within a reasonable time and, once made, must be 

provided promptly to the patient. 

 

 

Policy & Procedure No. 17: Personal Representatives:, Incompetent Persons, 

Unemancipated Minors and Decedents 

 

 

I. Incompetent Persons and Unemancipated Minors:  

 

A. General Rule 

 

The Privacy Rule gives individuals certain rights, including the right to be notified of a 

provider’s privacy policies, to access their own Protected Health Information, to request 

amendment of that Information, and to control disclosures to third parties in certain 

circumstances.  The Privacy Rule, however, requires that in certain circumstances another 

person, such as the parent of an unemancipated minor or the guardian of an incompetent person, 

be treated as the individual; that is, he or she has the same rights as the individual to be notified 

of privacy policies, request access to the individual’s Protected Health Information, request 

amendment to it, and authorize its release.  Such a person is called the “personal representative” 

of the individual. The sections that follow set out rules for adults and emancipated minors, rules 

for unemancipated minors, special rules for abuse and endangerment. 

 

A minor who is emancipated under state law is treated as an adult, unless a guardian has 

been appointed to handle her health care decisions.  See next section. 
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B. Rule for Incompetent Persons, other than Unemancipated Minors 

 

When a person has legal authority to act on behalf of an adult or an emancipated minor in 

making health care decisions, that person must be treated as the individual's personal 

representative with respect to Protected Health Information relevant to such representation. For 

example, if a court has designated a person as guardian of an incompetent adult for all purposes, 

including providing consent to health care, that guardian may exercise all the rights of the ward 

with respect to the ward’s Protected Health Information, including the right to access the ward’s 

health record. However, if the guardian has been designated solely to look after the ward’s 

financial interests, that guardian is not the ward’s personal representative for the purposes of the 

Privacy Rule and the ward retains the rights of an individual.  

 

C. Rules for Unemancipated Minors 

 

        When a parent, guardian or person acting in loco parentis
1
 (hereafter “parent”) has 

authority to make health care decisions for the minor, which is generally the case, the parent is 

the minor’s personal representative and may exercise all the rights of the individual, including 

access to the minor’s Protected Health Information. 

The Privacy Rule, however, provides that in certain circumstances a minor must be 

accorded the same rights as an adult individual, including the right to control disclosure of and 

access to Protected Health Information. These circumstances include situations where a minor 

lawfully provides her own consent to a medical service. However, even when the Privacy Rule 

treats a minor as an adult individual, it creates special rules for disclosures to parents, which 

generally track state law, but allow providers discretion when state law is silent.  

 

Rules for Disclosures to Parents. Even though the Privacy Rule requires minors to be 

treated as adult individuals, it creates special rules for disclosures to parents. These rules 

generally defer to state law and provider discretion  

 

Note: See Policy & Procedure No. 8a for the other limited circumstances in which the 

Privacy Rule permits providers to reveal Protected Health Information to family 

members. 

 

 

D.  Special Rules in Cases Involving Abuse, Neglect, Endangerment Or Substantial 

Harm 

 

The Privacy Rule contains additional provisions allowing providers either to deny 

“personal representative” status to parents and legal guardians (including guardians of 

incompetent individuals) or to deny access to selected Protected Health Information. 

 

 Abuse, neglect and endangerment: A provider may elect not to treat a parent or 

guardian as a personal representative and treat the minor (or other incompetent 

                                                 
1
 A person acting in loco parentis means a person who as a practical matter has assumed the 

place of a parent, although he or she has not been designated a legal guardian of the minor. 
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person) as an adult individual when the provider has a reasonable belief that (1) the 

minor or incompetent person may be subjected to domestic violence, abuse or neglect 

by the parent/guardian or treating the parent/guardian as the personal representative 

would endanger the minor or incompetent person and (2) the provider determines in 

the exercise of professional judgment that it is not in the best interests of the minor or 

incompetent person to treat the parent or guardian as a personal representative. 45 

C.F.R. § 164.502(g)(5). 

 

 Substantial harm to individual or a third party. Circumstances may arise where a 

provider is treating a parent (or guardian) as a personal representative, but the 

provider believes that revealing a particular piece of Protected Health Information to 

the personal representative would cause substantial harm to the minor (or 

incompetent person) or to a third party. When a personal representative asks for 

access to that Protected Health Information, the provider may deny access. However, 

in those circumstances, the parent/guardian must be afforded a notice of the basis for 

the denial and opportunity for review of the denial.  See Policy No. 16. 

 

 Providers must follow all state laws on reporting abuse and neglect of children. The 

Privacy Rule has no effect on these laws. 45 C.F.R. § 164.512(b)(ii). 

 

E. Protecting Confidentiality of Laboratory Test Results  

 Under rules that took effect on October 6, 2014, laboratories are now required to 

provide individuals and their personal representatives with direct access to their test results. If 

Planned Parenthood of Western PA determines for any of the above reasons that it should not 

provide health information about an individual to her or his parent, guardian or other personal 

representative, it should alert the laboratory to this decision (while complying with the minimum 

necessary rule) so that the laboratory can protect the patient’s confidentiality. 

 

 

F.  PLANNED PARENTHOOD OF WESTERN PA POLICY WITH REGARD TO 

UNEMANCIPATED
2
 MINORS AND INCOMPETENT PERSONS 

 

For the purposes of this Policy “parent” means parent, guardian or person standing in 

loco parentis. 

 

Planned Parenthood of Western PA treats an unemancipated minor as an individual for 

the purposes of the Privacy Rule as follows: 

  

Abortion. PA law requires parental consent or a judicial bypass prior to performing an 

abortion on an unemancipated minor.   When the minor obtains the judicial bypass, the minor 

shall be treated as an individual with respect to Protected Health Information relating to the 

abortion, and the parent shall not be treated as her personal representative.  

 

If the minor obtains parental consent, the parent who consents is her personal 

representative with respect to the Protected Health Information relating to the abortion.  With 

respect to other information in the minor’s medical record for which she is entitled to be treated 

                                                 
2
 Emancipation must be determined on the basis of state law. 
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as an individual (including contraception and sexually transmitted infections) she shall retain the 

rights of an individual.  When minors are counseled regarding their options under PA parental 

consent law, they shall be informed of these consequences. 

 

The Pennsylvania Abortion Control Act supercedes pregnancy emancipation laws in the 

state of Pennsylvania. A minor is considered emancipated in the following circumstances for 

abortion: 

 The minor has petitioned the court for emancipation and has a court order granting 

such. 

 The minor produces death certificates of both parents and has no legally appointed 

guardian. 

 

If a minor’s parents are divorced, the custodial parent’s consent is sufficient but not 

absolute. 

 If the minor obtains parental consent, the parent who consents is her personal 

representative with respect to the Health Information relating to the abortion and 

the minor must have consent of the personal representative to receive her records 

unless the court case is endangered.  

 

 

 

Acceptable “personal representatives” of the minor seeking abortion care are: 

 A custodial guardian that has a court order with official seal and death certificates of 

both parents.  

 Any adult standing in loco parentis when the parents are unable to be present in a 

reasonable amount of time and in a reasonable manner and with advisement of legal 

counsel. 

 

Representatives of juvenile detention centers and foster care may not act as “personal 

representatives” for minors for non-routine medical care such as abortion. 

 

 

Contraception. PA has no law requiring the consent of a person other than the minor 

herself to contraceptive care. Therefore all minors providing their own consent to contraceptive 

services will be treated as individuals and their parents will not be treated as their personal 

representatives even when the parent is present for and consents to the services. 

 

Sexually transmitted infections.  PA specifically allows minors to consent on their own to 

testing and treatment for all sexually transmitted infections. Therefore all minors providing their 

own consent to these services will be treated as individuals and their parents will not be treated 

as their personal representatives even when the parent is present for and consents to the services. 

 

Title X and Medicaid Services. Since these programs authorize minors to provide their 

own consent to family planning and related services, Planned Parenthood of Western PA treats 

such minors as individuals with respect to these services.  

 

In all the above circumstances, a minor nevertheless may request that her parent be 

treated as her personal representative. 
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In all circumstances in which a minor is treated as an individual, Planned Parenthood of 

Western PA’s policy, based on the professional judgment of its Medical Director, who is a 

licensed health professional, is that Protected Health Information will not be provided to a parent 

without authorization of the minor. However, a licensed medical professional may determine, in 

the exercise of professional judgment to grant a parent’s request for access to the minor’s 

Protected Health Information when necessary to avert a serious threat to the health or safety of 

the minor.  Cross-reference: Policy 8a on other special circumstances when Protected Health 

Information may be revealed to family members. 

  

Other care: When minors receive health care other than as outlined above, their parents 

will be treated as their personal representatives. 

  

Parental Assent: In addition to all the above circumstances, we will treat the minor as an 

individual when a parent assents to such treatment. For example, a minor must be treated as an 

adult individual when a parent assents to an agreement of confidentiality between a provider and 

the minor with respect to a health service. If a parent states that the provider may treat the minor 

on a confidential basis and may withhold the minor’s Protected Health Information from the 

parent.  Such a minor is treated as an adult individual in so far as authorized by the parent.  

 

 

 

Policy with Regard to Adults and Emancipated Minors 

 

If a person has legal authority to act on behalf of an adult or emancipated minor in 

making decisions relating to health care, we will treat such person as the personal representative 

of that adult or emancipated minor with respect to protected health information relevant to such 

personal representation. 

 

Policy with Regard to All Persons 

 

Abuse, Neglect and Endangerment. Planned Parenthood of Western PA will not treat a 

parent or the guardian of an incompetent individual as that individual’s personal representative 

when one of our health professionals reasonably believes in the exercise of professional 

judgment that the individual may be subjected to domestic violence, abuse or neglect by the 

parent/guardian or treating the parent/guardian as the personal representative would endanger the 

individual and it is not in the best interests of the individual to treat the parent/guardian as a 

personal representative.   

 

Substantial Harm. Even when a parent/guardian is treated as a personal representative, 

Planned Parenthood of Western PA will not provide the personal representative a right of access 

to Protected Health Information when one of our licensed health care professionals has 

determined, in the exercise of professional judgment that the provision of access to such personal 

representative is reasonably likely to cause substantial harm to the individual who is the subject 

of the Protected Health Information, or to another person. In such situations we will follow the 

procedures for denial and review in Policy & Procedure No. 16.  

 

When Planned Parenthood of Western PA has determined for any of the above reasons 

that it will not provide health information about an individual to her or his parent, guardian or 

personal representative, it will inform laboratories that will process the patient’s test results of 
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that determination (while complying with the minimum necessary rule) so that the patient’s 

confidentiality can be protected. 

 

 

II. Personal Representatives of Decedents (45 C.F.R. § 164.502(g)(4)). 

Planned Parenthood of Western PA shall treat an executor, administrator, or other person who 

has authority to act  (pursuant to state law) on behalf of a deceased individual or the individual’s 

estate as the personal representative of the deceased with respect to protected health information 

relevant to such personal representation. However, certain other individuals may be provided 

with protected health information regarding the deceased. See Policy and Procedure No. 8a. 

 

Policy & Procedure No. 18:  Patients’ Right to Accounting of Disclosures  

(45 C.F.R. § 164.528) 

 

Planned Parenthood of Western PA shall grant patient requests for an accounting of 

disclosures of their Protected Health Information in accordance with the provisions of this Policy 

& Procedure.  Only certain disclosures must be accounted for (“Accountable Disclosures”).  

Accountable Disclosures do not include disclosures: 

 

 To carry out Treatment, Payment, or Health Care Operations; 

 To the patients themselves; 

 Incidental Uses and Disclosures. (See Policy and Procedure No. 12a); 

 To family and friends involved in a patient’s care; (See Policy and 

Procedure No. 8a); 

 Disclosures based on a Patient’s  Authorization;  

 To correctional institutions or law enforcement officials regarding a 

person in their custody, under certain circumstances. See 45 C.F.R.  

§164.528((a)(1)(vii) ; 

 As part of a Limited Data Set. (See Policy and Procedure No. 7a); or 

 Occurring more than six years prior to the date of the request. 

 

Patients requesting an accounting of disclosures must complete the Request For 

Accounting Of Disclosures Of Health Information (Attachment J).  Planned Parenthood of 

Western PA shall provide the first accounting to a patient in any 12-month period without 

charge.  For any subsequent request within the 12-month period, Planned Parenthood of Western 

PA will charge a reasonable fee, as determined by the Privacy Officer. A patient who does not 

wish to pay for subsequent accountings may withdraw the request and no accounting will be 

made. 

 

Planned Parenthood of Western PA shall temporarily suspend accountings of disclosures 

to law enforcement or health oversight agencies (See Policy and Procedure No. 11) when 

requested to do so by the agency in a written statement saying that an accounting would be 

reasonably likely to impede the agency’s activities and specifying the time for which a 

suspension is required. If the request is made orally, Planned Parenthood of Western PA must 

document the statement, including the identity of the agency or official making it. Suspensions 

pursuant to an oral statement shall be for no more than 30 days. 
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Planned Parenthood of Western PA must act on a request for an accounting within 60 

days of receipt of the request. 

 

Planned Parenthood of Western PA shall retain documentation of disclosures subject to 

an accounting, requests for and responses to requests for accounting, and the titles of persons 

responsible for responding to requests for accounting, for the period stated in Policy and 

Procedure No. 4. 

 

The Privacy Officer is responsible for ensuring compliance with requests for an 

accounting of disclosures of Protected Health Information.  The content of the accounting is set 

forth in the Privacy Rule at 45 C.F.R. § 164.528. 

 

 

Policy & Procedure No. 19:  Patients’ Right to Request an Amendment 

to Their Health Information (45 C.F.R. § 164.526) 

 

A. Request for Amendment 

 

Patients shall have the right to request amendment of their Health Information by 

completing the Request For Amendment Of Health Information form (hereinafter referred to as 

the “Amendment Request Form”) (Attachment K).  Planned Parenthood of Western PA shall 

review the request for amendment in accordance with the procedures below and either accept or 

deny it within 60 days of receipt (with one 30 day extension if necessary).  Requests for 

amendment of Protected Health Information shall be denied only if: 

 

 Planned Parenthood of Western PA did not create the Protected Health 

Information, unless the patient provides a reasonable basis to believe that the 

person who originated the Protected Health Information is no longer available to 

amend it; 

 The Protected Health Information sought to be amended is not part of the medical 

record; 

 The Protected Health Information sought to be amended is not available for 

patient access and inspection (see Policy & Procedure 16); or 

 The Protected Health Information sought to be amended is accurate and complete. 

 

Once completed, the form should be sent to the Privacy Officer or her designee, who 

shall oversee all requests for amendment. The Amendment Request Form serves as documentary 

evidence of the patient’s request and the affiliate’s response, as well as a tracking mechanism to 

ensure a timely response. Routine requests for amendment (e.g., name corrections/ changes, 

address corrections/changes) that do not constitute a significant change to a patient’s health 

record may be immediately granted by the treating provider. 

 

The Privacy Officer must then take the Amendment Request Form to the healthcare 

professional who treated the patient or to a supervisory healthcare professional to review.   

 

B. Acceptance of Amendment 

 

If the healthcare professional accepts the patient’s amendment, she should sign and date 

the Amendment Request Form as amended and make a note at the site in the record to which the 
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amendment applies.  The healthcare professional may also add a comment to the Amendment 

Request Form.  The patient should then be asked if the amendment should be disclosed to others 

who may previously have received the Protected Health Information.  If so, such persons or 

organizations should be documented on the Amendment Request Form, and copies sent as 

requested. 

 

A copy of the Amendment Request Form indicating acceptance should then be filed in 

the patient’s medical record and a copy sent to the patient.  The Privacy Officer should retain the 

original copy of the Amendment Request Form. 

 

C. Denial of Amendment 

 

If the healthcare professional rejects the patient’s request for amendment, she must 

indicate writing the applicable reason on the Amendment Request Form (which must be from the 

list provided above in this Policy & Procedure), sign and date the Amendment Request Form, 

and make a note at the appropriate site in the patient’s medical record that an amendment was 

requested and denied.   

 

The patient shall be informed via the Denial of Request to Amend Health Care 

Information (Attachment L), (1) the basis for the denial; (2) that she may submit a written 

statement of not more than one handwritten or typed page disagreeing with the denial; (3) that if 

she does not submit such a statement of disagreement, she has the right to request inclusion of 

her requested amendment and the denial with any future disclosures of the medical record; and 

(4) a description of how she may file a complaint with Planned Parenthood of Western PA, 

pursuant to Policy and Procedure No. 20, or with the Secretary of DHHS, including the name or 

title and telephone number of the contact person or office.  

 

 

If the patient provides a statement of disagreement with the denial, it shall be forwarded 

to the healthcare professional, who will determine whether a rebuttal will be prepared.  The 

patient must be provided with a copy of any rebuttal prepared. 

 

If a statement of disagreement is not filed, the patient’s request for amendment and the 

denial shall be disclosed only as requested by the patient.  

 

D. Future Disclosures 

 

If the patient files a statement of disagreement, that statement, along with the patient’s 

request for amendment, the denial and the rebuttal, if any, shall be included in all future 

disclosures of the health information to which the request for amendment relates. Planned 

Parenthood of Western PA may replace the actual documents with an accurate summary of them 

in such disclosures.  Where the subsequent disclosure is made using a HIPAA standard 

transaction (45 CFR Part 162) that does not permit the additional material to be included with the 

disclosure, Planned Parenthood of Western PA may separately transmit these materials, as 

applicable, to the recipient of the standard transaction. 
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E. Record Keeping 

 

Planned Parenthood of Western PA shall keep records of all such requests for 

amendments, denials, disagreements and rebuttals for the time period stated in Policy and 

Procedure no. 4.  The documents shall be appended or linked to the patient’s medical record. 

 

F. Extensions 

 

If processing of the request for amendment cannot be completed within 60 days of receipt 

of the request, the patient should be notified in writing that a 30-day extension will be necessary 

to process the request and the reasons for the delay. 

 

 

Policy & Procedure No. 20:  Patients’ Right to File Complaints (45 C.F.R. § 164.530(d)(1)) 

Planned Parenthood of Western PA shall provide a process for individuals to submit 

written complaints regarding its privacy practices and shall document the receipt and disposition 

of all such complaints. 

The Privacy Officer shall be the point of contact for written complaints and shall 

document all such complaints in a logbook or other repository.  The Privacy Officer shall then 

evaluate, and if necessary, further investigate the complaint.  Upon completion of this 

evaluation/investigation, the Privacy Officer, working with senior management as necessary and 

appropriate, shall document the disposition of the written complaint.  Where appropriate, 

sanctions should be imposed on any individuals found to have violated Planned Parenthood of 

Western PA’s privacy practices or these Policies & Procedures. The Privacy Officer shall also 

advise the CEO of the status of all complaints received and their disposition. 

 

 

POLICY AND PROCEDURE NO. 21: NOTIFICATION OF BREACHES OF 

UNSECURED PROTECTED HEALTH INFORMATION (45 CFR §§ 164.400-414) 

REVISED AUGUST 2013 

  

Planned Parenthood of Western PA shall provide notification of breaches of unsecured protected 

health information (PHI) in accordance with the following policies and procedures.  

“Breach” means the acquisition, access, use, or disclosure of unsecured PHI in a manner that (1) 

violates the Privacy Rule and (2) compromises the security or privacy of the PHI. The 

notification requirements of this Policy and Procedure also apply to breaches committed by 

business associates. 

 

I. DETERMINATION OF WHETHER NOTIFICATION IS REQUIRED. 

The Privacy Officer, in consultation with CEO (collectively “Privacy Officer”), will immediately 

investigate the circumstances of any suspected breach of PHI, whether it occurs at the Affiliate 

or at a business associate. Absent unusual circumstances, the investigation and a determination 

of whether notifications are required shall be completed within ten business days of discovery of 
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the breach. The Privacy Officer shall consult with an attorney in the PPFA Office of the 

General Counsel regarding any single breach incident affecting 10 or more persons or that 

presents unusual circumstances or raises unusual questions.  

The following analysis will be undertaken to determine if a breach has occurred and notification 

is required.  

Step 1. Was the information involved in the suspected breach “secured” or “unsecured” as 

defined in the Department of Health and Human Services (DHHS) Guidance? If the 

information is secured, no breach has occurred and no notification is necessary. Addendum A to 

this Policy and Procedure sets forth the DHHS Guidance on rendering PHI secured as of August, 

2013.  If the information was unsecured, proceed to Step 2. 

Step 2. Was PHI used or disclosed? PHI is individually identifiable health information that is 

transmitted or maintained in any form in any medium, including electronic information. For a 

more complete definition, see Introduction and Overview, section E and Policy and Procedure 

No. 6.  PHI does not include health information contained in employment records or information 

that has been “de-identified.” For an explanation of what renders PHI de-identified see Policy 

and Procedure No. 7. If the information is PHI, go on to Step 3.  

Step 3: Was disclosure or use of the PHI in violation of the Privacy Rule?  If PHI was used 

or disclosed, review the Privacy Manual to determine if the use or disclosure violated the Privacy 

Rule. If the use or disclosure did not violate the Privacy Rule, no breach has occurred and no 

notification is required.   

For example, A disclosure is not a breach if it is: 

 A permissible one for treatment, payment or health care operations.  See Privacy Manual, 

Policy and Procedure No. 8;  

 A permissible one to family and friends.  See Privacy Manual, Policy and Procedure No. 

8a. 

If the use or disclosure violated the Privacy Rule, proceed to Step 4. 

Step 4: Was the use or disclosure subject to one of three exceptions? If the use or disclosure 

was a violation of the Privacy Rule, the Privacy Officer shall determine if one of the following 

three exceptions applies to the use or disclosure of PHI. If one of the exceptions applies, the use 

or disclosure was not a breach and no notifications are required. Planned Parenthood of Western 

PA has the burden of establishing that one of these exceptions applies and will keep careful 

documentation of the basis of this assessment.  

 Unintentional acquisition, access or use by a Workforce member or a business 

associate. If the PHI was unintentionally acquired, accessed or used by a Workforce 

member (employee, trainee, volunteer or other person acting under the authority of the 

Affiliate or a business associate) who acted in good faith within the scope of his or her 

authority and no further impermissible use or disclosure is made, notification of the 

breach is not required.  

For example, a Planned Parenthood of Western PA billing employee receives a 

misdirected email with PHI which he is not entitled to view and quickly alerts the sender 

to the misdirected email, deletes it and does not further use or disclose the information. In 

contrast, if the same employee goes through the files to learn about a friend’s treatment, 

the exception would not apply, because the information was not obtained in good faith or 

inadvertently.   
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 Inadvertent disclosures from one person entitled to view PHI to another person 

entitled to view PHI at the same facility and the information is not further used or 

disclosed in an impermissible manner.  This exception applies to persons entitled to 

view PHI who are not members of the Affiliate’s or business associate’s work force but 

who are nevertheless present at the Affiliate’s facility.   

For example, a clinician inadvertently provides the wrong patient chart to another 

clinician visiting the facility (who is not a Workforce member), but the visiting clinician 

promptly returns it without making any impermissible use or disclosure of it.   

 A disclosure where the disclosing party has a good faith belief that the person to 

whom the unauthorized disclosure was made could not reasonably have been able to 

retain such information.  

For example, a clinician hands a document containing PHI (such as lab test results) to 

the wrong patient, but quickly takes it back before the patient has a chance to look at it; 

an envelope mailed to a patient is returned as undeliverable, and appears to have been 

unopened.  

If none of the three exceptions to the definition of breach apply, proceed to Step 5. 

Step 5: CAUTION! If the use or disclosure of unsecured PHI was made in violation of the 

Privacy Rule and is not subject to one of the above three exceptions, a breach is presumed to 

have occurred.  Planned Parenthood of Western PA must proceed to provide the notifications 

required by law unless it can demonstrate that there is a low probability that the PHI has been 

compromised.  

In order to demonstrate there is a low probability that the PHI has been compromised, the 

Privacy Officer shall conduct a written risk assessment. Every risk assessment shall evaluate 

each of the four factors listed below and any other factors that may be relevant.  Planned 

Parenthood of Western PA has the burden of establishing that no breach has occurred because of 

the low probability that PHI has been compromised and shall keep careful documentation of the 

basis of this risk assessment.  

The four factors that must be considered for each risk assessment are: 

 The nature and extent of the PHI involved, including (A) types of identifiers and (B) the 

likelihood of re-identification.  

A. Types of identifiers.  The risk that PHI has been compromised is never low when (a) a 

person is identified as a Planned Parenthood patient or a recipient of reproductive 

health services; or (b) identifying information is disclosed that could be used for 

identity theft purposes, including social security numbers, mother’s maiden name, 

and credit card numbers. 

B. Likelihood of re-identification: Evaluate the risk that based on the information 

disclosed a person can be re-identified: 

For example: A list of dates abortion procedures were performed is disclosed in an 

unauthorized manner.  There is a low probability that a patient could be identified 

from this information alone. However if this information were combined with dates 

of birth and zip codes for each patient, the risk is much higher that this information 

could be used to re-identify patients.  

 The unauthorized person who used the PHI or to whom the disclosure was made:  
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For example, if the information is disclosed to another entity governed by HIPAA or 

to a Federal agency governed by the Federal Privacy Act, the probability that the PHI 

has been compromised may be low under this factor.  

For example, affiliate faxes a patient record to the wrong physician; the physician 

calls Planned Parenthood of Western PA to report the mistake and promptly destroys 

the record without further using or disclosing it.  This fact might lead to a finding that 

the risk of compromise of the PHI is low.  

 Whether the protected health information was actually acquired or viewed.  

For example, the risk of compromise of PHI may be low when a laptop is recovered 

and a forensic analysis shows that the information was not opened, altered, 

transferred or otherwise compromised.  (However, if a computer is lost, breach 

notification may not be delayed in hope that it will be recovered). 

For example, the risk of compromise of PHI may not be low when lab results are 

mailed to the wrong patient and the patient calls to say she has received and opened 

the envelope. 

 The extent to which the risk to the PHI has been mitigated, such as by obtaining from the 

entity that received the PHI, a written agreement not to further disclose or to destroy it. 

Planned Parenthood of Western PA shall carefully consider whether the entity or person 

entering into such an agreement sufficiently lowers the risk that PHI has been 

compromised. For example, an agreement with another covered entity whose employee 

accidentally viewed PHI from Planned Parenthood of Western PA that the information 

has not been and will not be further used or disclosed may be reliable, while an 

agreement with a patient who accidentally received and opened another patient’s test 

results probably would not be. 

 

II. NOTIFICATION PROCESS. 

A. Timing of Notice: Following a determination that a breach has occurred and notification 

is required, Planned Parenthood of Western PA will provide all required notifications (to 

individuals and, where required, to the Secretary of DHHS and the media) without 

unreasonable delay and in no event more than 60 days after the breach is discovered. 

However, Planned Parenthood of Western PA may take a reasonable amount of time to 

investigate the breach before notification is made, so long as the 60 day limit is not 

exceeded, and may make multiple notices as information becomes available.   

A breach shall be treated as discovered (1) from the date of actual discovery by a 

Workforce member (employee, trainee or volunteer) or agent of Planned Parenthood of 

Western PA or a Workforce member or agent of a business associate, or (2) from the date 

that discovery would have occurred in the exercise of reasonable diligence by Planned 

Parenthood of Western PA or a business associate. 

 Law enforcement requested delays: Planned Parenthood of Western PA shall refrain from 

providing notice if a law enforcement officer requests a delay and states that notification 

would impede a criminal investigation or cause damage to national security. The 

notification must be delayed for as long as the law enforcement officer requests in 

writing.  If the delay is requested orally, Planned Parenthood of Western PA shall 

document the request and not delay providing notice for longer than 30 days, unless a 

written statement is provided during that time. A law enforcement officer is any official 
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of the national, state or local government with authority to investigate, prosecute or bring 

civil actions in connection with violations of law.  Planned Parenthood of Western PA 

need not count the delay requested by law enforcement in determining whether the 60 

day time limit for providing notice has expired. 

B. Manner of Notifying Individuals.   

Generally. In notifying individuals, Planned Parenthood of Western PA will respect 

patients’ privacy and expressed preferences for receiving communications from Planned 

Parenthood of Western PA.  

In writing. Planned Parenthood of Western PA will notify individuals in writing by first 

class mail or by e-mail (if the patient has consented to receive information by e-mail).  

Written notice by mail need not be sent to the individual’s home address, but may be sent 

to any address the individual has indicated she wishes to receive mail, such as a work 

address or the address of a friend or relative.
3
 

If an individual has indicated in writing that she cannot receive any communication to 

any address by regular or email, Planned Parenthood of Western PA may provide 

telephone notice to the phone number at which the individual indicated she wished to be 

contacted. In making such notice, Planned Parenthood of Western PA shall request that 

the individual pick up her notice in person at the Planned Parenthood of Western PA 

offices; if the individual declines to do so, Planned Parenthood of Western PA staff shall 

provide the content of the notice over the phone.
4
 All such phone calls shall be carefully 

documented.   

Notice by telephone shall in these circumstances only be considered complete when a 

live conversation takes place. Leaving a voice or text message is not sufficient.  Planned 

Parenthood of Western PA must make three attempts to reach the person for a live call. If 

those attempts fail, the individual shall be counted toward those requiring substitute 

notice, as set forth below. 

Notice by first class mail to the parent or guardian of a minor may be made where the 

parent is acting as the minor’s personal representative.  See Privacy Manual, Policy and 

Procedure No. 17. 

Notice for deceased individuals shall be made by first class mail to the next of kin or 

personal representative of the deceased, if the information is known.  

Substitute notice. When there is insufficient or out-of-date contact information  

(including mail returned as undeliverable)  to allow written notification in the form 

outlined above, Planned Parenthood of Western PA will make substitute notice to the 

unreachable individuals. Planned Parenthood of Western PA will include among those for 

whom substitute notice must be made individuals who provided a valid address but 

directed that they not be contacted at it, did not consent to be contacted by email, and 

who could not be reached for a live telephone conversation per the procedures above. 

Substitute notice must be made as follows:  

                                                 
3
 See Preamble to Omnibus Rule, 78 Federal Register5651 (January 25, 2013), which clarifies 

this item from the interim final rule. 

4
 Although such telephone notice is not explicitly allowed in such cases, DHHS has stated that it 

will exercise “enforcement discretion” in such cases. See Preamble to Omnibus Rule, 78 Federal 

Register, 5651 (January 25, 2013). 
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 If fewer than 10 individuals fall into this category, notice shall be made to them 

by phone if the individual has stated a willingness to be so contacted. Follow the 

guidelines above for phone notice.  (If the individual is one for whom phone 

contact has already been attempted because of privacy reasons, as explained 

above, there is no need to attempt such notice again.) 

 If ten or more individuals fall into this category (deceased individuals may be 

excluded from this count), notice will be made in one of two way: (1) by 

conspicuously posting the notice for 90 days on Planned Parenthood of Western 

PA’s homepage or providing a link from the home page to the notice, so long as it 

is conspicuous: or  (2) by publishing a conspicuous notice in the major print or 

broadcast media that cover the geographic areas where individuals affected by the 

breach are likely to reside. A toll free number where an individual may learn 

whether her or his PHI was included in the breach must be included with either 

web or media postings, and remain active for at least 90 days. For large breaches 

that involve Social Security numbers and other information that could be used to 

cause financial harm to the individual, it may be advisable to purchase credit 

monitoring services and notify individuals of this. Please discuss this option with 

an attorney with the PPFA Office of the General Counsel. 

C. Manner of Notifying the Media 

In addition to notifying individuals, as set forth in II.B., if a breach involves more than 

500 individuals in a State or jurisdiction (i.e., city, town or county), Planned Parenthood 

of Western PA shall notify (via a press release, press advisory or other similar means)
5
 

prominent media outlets serving the State or jurisdiction where the individuals affected 

by the breach reside. If a breach affects multiple states, but less than 500 residents of each 

state, the media notice is not required. 

D.  Manner of Notifying the Secretary of DHHS 

Breaches involving 500 or more individuals regardless of residence. Planned Parenthood of 

Western PA will notify the Secretary of DHHS in a manner specified on the DHHS website, 

concurrently with the notice being sent to individuals. See Instructions for Submitting Breach 

Notification to the Secretary available at 

http://www.hhs.gov/ocr/privacy/hipaa/administrative/breachnotificationrule/brinstruction.html. 
 

 Breaches involving fewer than 500 individuals. Planned Parenthood of Western PA will 

keep a log or other documentation of these breaches and report them to the Secretary of 

DHHS not later than 60 days after the end of each calendar year in a manner specified on 

the DHHS website. See Instructions for Submitting Breach Notification to the Secretary. 

 

III.  CONTENTS OF NOTICE 

 Notices to individuals, to the media and notices posted on websites must contain the 

content listed below. The content of the notices to the Secretary of DHHS are set out at 

                                                 
5
 This notice to the media, in the form of a press release or advisory, is in addition to any 

postings in the media (by, for example, buying advertising space) required as substitute notice 

when the provider has inadequate contact information for ten or more individuals. See section 

II.B, above. 

http://www.hhs.gov/ocr/privacy/hipaa/administrative/breachnotificationrule/brinstruction.html
http://www.hhs.gov/ocr/privacy/hipaa/administrative/breachnotificationrule/brinstruction.html
http://www.hhs.gov/ocr/privacy/hipaa/administrative/breachnotificationrule/brinstruction.html
http://www.hhs.gov/ocr/privacy/hipaa/administrative/breachnotificationrule/brinstruction.html
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Instructions for Submitting Breach Notification to the Secretary.   In no event shall names 

or other identifying information regarding individuals whose PHI has been breached be 

included in notices to the Secretary or the media or in web or media postings. 

 A brief description of what happened, including the date of the breach, if known, and the 

date of discovery. 

 A description of the types of PHI inappropriately used or disclosed. The information 

itself will not be contained in the notice. For example, the notice can say: “we disclosed 

your social security number, credit card number and information about your diagnosis 

and the treatment you received.” It should not list the social security number, credit card 

number or the diagnosis or treatment. 

 Any steps the individuals can take to mitigate harm to themselves. For example, when 

appropriate, the notice will recommend that the individual notify the credit card company 

and provide information about how to contact credit bureaus. If the breach involved 

insurance information, when appropriate, the notice will recommend that the individual 

check all explanations of benefits for unusual activity.  

 A brief description of what Planned Parenthood of Western PA is doing to investigate the 

breach, mitigate harm to individuals and protect against further breaches. Examples 

include, where appropriate: a statement that the Planned Parenthood of Western PA has 

filed a police report (if the breach involved theft); a description of steps it is taking to 

improve security. 

 Contact information to enable individuals to ask questions and receive further 

information. This will include a toll-free number, email address or website or postal 

address. 

Additionally, the notice shall be in plain language at an appropriate reading level for the required 

audience and not contain any extraneous materials. Where required by law, Planned Parenthood 

of Western PA will provide notices in foreign languages and in a manner accessible to 

individuals with disabilities. 

 

IV. REQUIREMENTS OF STATE LAW 

Applicable state law requires the following additional steps:  

  

According to the Pennsylvania HIPAA Breach Policy an entity that complies with the 

notification requirements or procedures pursuant to the rules, regulations, procedures or 

guidelines established by the entity's primary or functional Federal regulator shall be in 

     compliance with this act.  

 

Additionally, Pennsylvania HIPAA Breach Policy requires the notification of consumer 

reporting agencies. When an entity provides notification under this act to more than 1,000 

persons at one time, the entity shall also notify, without unreasonable delay, all consumer 

reporting agencies that compile and maintain files on consumers on a nationwide basis, as 

defined in section 603 of the Fair Credit Reporting Act (Public Law 91-508, 15 U.S.C. § 

1681a), of the timing, distribution and number of notices. 

 

 

http://www.hhs.gov/ocr/privacy/hipaa/administrative/breachnotificationrule/brinstruction.html
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POLICY & PROCEDURE NO. 21: SUPPLEMENT A 

GUIDANCE TO RENDER UNSECURED PROTECTED HEALTH INFORMATION 

UNUSABLE, UNREADABLE, OR INDECIPHERABLE TO UNAUTHORIZED 

INDIVIDUALS (August 24, 2009) 

Please check DHHS website for updates: 

http://www.hhs.gov/ocr/privacy/hipaa/administrative/breachnotificationrule/brguidance.ht

ml 

Protected health information (PHI) is rendered unusable, unreadable, or indecipherable to 

unauthorized individuals if one or more of the following applies: 

1. Electronic PHI has been encrypted as specified in the HIPAA Security Rule by “the use of an 

algorithmic process to transform data into a form in which there is a low probability of assigning 

meaning without use of a confidential process or key” (45 CFR 164.304 definition of encryption) 

and such confidential process or key that might enable decryption has not been breached.  To 

avoid a breach of the confidential process or key, these decryption tools should be stored on a 

device or at a location separate from the data they are used to encrypt or decrypt.  The encryption 

processes identified below have been tested by the National Institute of Standards and 

Technology (NIST) and judged to meet this standard.  

(i) Valid encryption processes for data at rest are consistent with NIST Special Publication 

800-111, Guide to Storage Encryption Technologies for End User Devices.
1
  

(ii) Valid encryption processes for data in motion are those which comply, as appropriate, 

with NIST Special Publications 800-52, Guidelines for the Selection and Use of 

Transport Layer Security (TLS) Implementations; 800-77, Guide to IPsec VPNs; or 800-

113, Guide to SSL VPNs, or others which are Federal Information Processing Standards 

(FIPS) 140-2 validated.  

2. The media on which the PHI is stored or recorded has been destroyed in one of the following 

ways:  

(i)  Paper, film, or other hard copy media have been shredded or destroyed such that the PHI 

cannot be read or otherwise cannot be reconstructed. Redaction is specifically excluded as a 

means of data destruction.  

 

(ii)  Electronic media have been cleared, purged, or destroyed consistent with NIST Special 

Publication 800-88, Guidelines for Media Sanitization such that the PHI cannot be retrieved. 

 

1
 NIST Roadmap plans include the development of security guidelines for enterprise-

level storage devices, and such guidelines will be considered in updates to this guidance, when 

available. 

 

 

 

http://www.hhs.gov/ocr/privacy/hipaa/administrative/breachnotificationrule/brguidance.html
http://www.hhs.gov/ocr/privacy/hipaa/administrative/breachnotificationrule/brguidance.html
http://www.csrc.nist.gov/
http://www.csrc.nist.gov/
http://www.csrc.nist.gov/
http://www.csrc.nist.gov/
http://www.csrc.nist.gov/
http://www.csrc.nist.gov/
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POLICY AND PROCEDURE NO. 21:  SUPPLEMENT B: MEMO ON 2013 CHANGES 

IN BREACH NOTIFICATION RULE 

 

The “Omnibus Rule” was promulgated in January, 2013 and alters the previous “Interim Final 

Rule” on breach notification issued in 2009.  The changes made by the Omnibus Rule are 

effective September 23, 2013.  The two important changes made by the Omnibus Rule are: 

The standard for when a breach has occurred has changed. The Interim Final Rule had given 

providers discretion to not make the required notifications if they could establish that the 

unauthorized use or disclosure did not pose a “significant risk of financial, reputational or other 

harm to the individual.”  The Omnibus Rule eliminates this discretion. Instead, the unauthorized 

use or disclosure is presumed to be a breach that requires notification, unless the provider can 

demonstrate, pursuant to a risk assessment, that there is a “low probability that the security or 

privacy of the PHI has been compromised.”  

More leeway is provided in notifying individuals who cannot have mail sent to their homes. 

The Interim Final Rule required notification by first class mail to person’s last known address or 

by email if the individual has specifically consented to email. The regulation has not changed. 

However, the explanation accompanying it clarifies that mail may be sent to any address the 

individual has specified they wish to receive mail, including a work address or the address of a 

friend or relative. In addition, DHHS has explained that for individuals who only can be 

contacted by phone, such phone contact is a permissible means of notifying individuals of a 

breach.   

The Omnibus Rule does not change the Interim Final Rule’s provision for timing, manner and 

content of notification.  

Implementing the new rules. Experience with breaches since the Interim Final Rule was 

announced in 2009 has made two things very clear: 

1. Most breaches are not the result of sophisticated hacking or massive security failures; 

rather, they are the result of individual moments of carelessness of a very “low tech” 

variety. Some examples from breaches in recent years are: an employee downloads 

thousands of unencrypted patient files onto a tiny flash drive, which is then lost or stolen; 

an employee leaves a laptop or back-up tape with PHI in an unlocked car, which is 

burglarized; laboratory results are sent to the wrong patient.  

2. When such breaches involve large numbers of individuals, as they can with unencrypted 

electronic information stored on portable devices, the costs of providing the notices 

required by the regulations can be enormous.  Costs include: sending first class mail 

potentially to thousands of individuals; setting up a toll free number and a call center, 

purchasing credit monitoring services (not required but recommended) and legal fees. 

For these reasons, this is a good time to review your security procedures to ensure that 

your affiliate has instituted reasonable safeguards to protect PHI from breach and to 

detect breaches when they occur. Please check your safeguards against the PPFA 

Security Manual on the Extranet. In order to prevent the most common breaches, we urge 

you to: 

 Encrypt PHI wherever practicable.  While it may not yet be feasible to encrypt 

EPM or EHR data at the database level due to performance issues, all other 

locations where ePHI might reside should be encrypted using operating system-
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level file and folder encryption tools (such as Windows BitLocker), or third-party 

disk encryption tools 

 Have a policy prohibiting even temporary storage of unencrypted PHI on 

any portable or easily removable device, including laptops, tablets, back-up 

tapes, flash drives, CDs, CPU hard drives, etc. and insist that business associates 

institute such policies as well. 

 Double check all addresses, including email addresses, when PHI, such as lab 

tests and appointment reminders, are sent to patients. If possible, have a second 

person check. 

 Train and re-train staff on security policies and procedures 

  Train and re-train staff on identifying and reporting breaches. Remember that 

the time to send the notifications in regard to a breach runs from the date a breach 

is discovered or would have been discovered by exercising reasonable diligence. 

So, it is critical to have adequate procedures for detection of braches and to train 

staff to find and report them promptly to the correct person. 

 

 

 

 

. 
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Attachment A     Note: Workforce member must also sign Annual Security Statement, see 

Security Manual, Exhibit B. 

 

ANNUAL PRIVACY STATEMENT 

As an employee, officer, volunteer, student, medical trainee, or individual who is part of 

the Workforce of Planned Parenthood of Western PA, you may have access to the health 

information of individuals who are patients of Planned Parenthood of Western PA (“Protected 

Health Information”).  To ensure that Protected Health Information is used and disclosed in 

compliance with the HIPAA Privacy Rule and our Privacy Policies and Procedures, you are 

required to read and sign this document.  This Statement, along with the Privacy Policies and 

Procedures, our Security Policies and Procedures and Annual Security Statement describe your 

duties and obligations with regard to Protected Health Information.  Full compliance with this 

ANNUAL PRIVACY STATEMENT, our Privacy Policies and Procedures, our Security Policies 

and Procedures and Annual Security Statement are a condition of your employment or 

volunteering.  A copy of your signed Statement will be kept on file. 

 

A. Restrictions On The Use And Disclosure Of Health Information 

 

As a general matter, an individual’s Protected Health Information may not be used or 

disclosed without proper permission.  The use of and disclosure of Protected Health Information 

is subject to the restrictions in the HIPAA Privacy Rule and our Privacy Policies and Procedures.  

The use or disclosure of Protected Health Information may be limited by Business Associate 

contracts between Planned Parenthood of Western PA and third parties.  The Privacy Rule 

requires these contracts.  Please refer to our Privacy Policies and Procedures or ask the Privacy 

Officer for further guidance. 

 

B. Penalties And Fines 

 

Penalties and fines can be imposed by HIPAA on anyone who improperly uses or 

discloses Protected Health Information.  In addition to penalties and fines, any improper use or 

disclosure of Protected Health Information may subject you to disciplinary action up to and 

including termination.   

 

C. Certification Of Understanding And Compliance 

I hereby certify that I have carefully read and understand this Annual Privacy Statement 

and the Privacy Policies and Procedures and agree to abide by their provisions.  All of my 

questions, if any, about these documents have been answered and copies have been made 

available to me.  I agree to abide by all of the requirements and provisions set forth in this 

Statement and the Privacy Policies and Procedures. 

______________________________ _________________________________ 

Personnel (please print)   Manager/Supervisor Representative 

 

______________________________ _________________________________ 

Signature     Date 

 



 

Attachment B 

 

NOTICE OF HEALTH INFORMATION PRIVACY 

PRACTICES 

 

THIS NOTICE DESCRIBES HOW HEALTH INFORMATION ABOUT 

YOU MAY BE USED OR DISCLOSED BY Planned Parenthood of Western 

PA AND HOW TO ACCESS THIS INFORMATION 

 

PLEASE REVIEW THIS NOTICE CAREFULLY 

 

If you have any questions about this notice, please contact Planned Parenthood of Western PA’s Privacy 

Official at 412 434-8957 Ext 9595. 

 

OUR PLEDGE REGARDING YOUR HEALTH INFORMATION 

 

We understand that health information about you and your healthcare is personal.  We are committed to 

protecting health information about you.  We will create a record of the care and services you receive 

from us.  We do so to provide you with quality care and to comply with any legal or regulatory 

requirements. 

This Notice applies to all of the records generated or received by Planned Parenthood of PA, whether we 

documented the health information, or another doctor forwarded it to us.  This Notice will tell you the 

ways in which we may use or disclose health information about you.  This Notice also describes your 

rights to the health information we keep about you, and describe certain obligations we have regarding the 

use and disclosure of your health information. 

Our pledge regarding your health information is backed-up by Federal law.  The privacy and security 

provisions of the Health Insurance Portability and Accountability Act (“HIPAA”) require us to: 

 Make sure that health information that identifies you is kept private; 

 Make available this notice of our legal duties and privacy practices with respect to health 

information about you; and 

 Follow the terms of the notice that is currently in effect. 

HOW WE MAY USE AND DISCLOSE HEALTH INFORMATION ABOUT YOU 

 

The following categories describe different ways that we may use or disclose health information about 

you.  

B-1 

Effective Date Of This Notice: September 23, 2013 
 

 



 

Unless otherwise noted each of these uses and disclosures may be made without your permission. For 

each category of use or disclosure, we will explain what we mean and give some examples.  Not  

every use or disclosure in a category will be listed.  However, unless we ask for a separate authorization, 

all of the ways we are permitted to use and disclose information will fall within one of the categories. 

For Treatment.  We may use health information about you to provide you with healthcare treatment and 

services.  We may disclose health information about you to doctors, nurses, technicians, health students, 

volunteers or other personnel who are involved in taking care of you.  They may work at our offices, at a 

hospital if you are hospitalized under our supervision, or at another doctor’s office, lab, pharmacy, or 

other healthcare provider to whom we may refer you for consultation, to take x-rays, to perform lab tests, 

to have prescriptions filled, or for other treatment purposes.  For example, a doctor treating you may need 

to know if you have diabetes because diabetes may slow the healing process. We may provide that 

information to a physician treating you at another institution. 

For Payment:  We may use and disclose health information about you so that the treatment and services 

you receive from us may be billed to and payment collected from you, an insurance company, a state 

Medicaid agency or a third party.  For example, we may need to give your health insurance plan 

information about your office visit so your health plan will pay us or reimburse you for the visit.  

Alternatively, we may need to give your health information to the state Medicaid agency so that we may 

be reimbursed for providing services to you.  In some instances, we may need to tell your health plan 

about a treatment you are going to receive to obtain prior approval or to determine whether your plan will 

cover the treatment. 

For Healthcare Operations:  We may use and disclose health information about you for operations of 

our healthcare practice.  These uses and disclosures are necessary to run our practice and make sure that 

all of our patients receive quality care.  For example, we may use health information to review our 

treatment and services and to evaluate the performance of our staff in caring for you.  We may also 

combine health information about many patients to decide what additional services we should offer, what 

services are not needed, whether certain new treatments are effective, or to compare how we are doing 

with others and to see where we can make improvements.  We may remove information that identifies 

you from this set of health information so others may use it to study healthcare delivery without learning 

who our specific patients are. 

Fundraising Activities:  We may use health information about you to contact you in an effort to raise 

money for our not-for-profit operations.  You have the right to opt out of receiving these communications. 

Please let us know if you do not want us to contact you for such fundraising efforts. 

Research.  There may be situations where we want to use and disclose health information about you for 

research purposes.  For example, a research project may involve comparing the efficacy of one 

medication over another.  For any research project that uses your health information, we will either obtain 

an authorization from you or ask an Institutional Review or Privacy Board to waive the requirement to 

obtain authorization.  A waiver of authorization will be based upon assurances from a review board that 

the researchers will adequately protect your health information.  

 

As Required By Law.  We will disclose health information about you when required to do so by federal, 

state, or local law. 

To Avert a Serious Threat to Health or Safety.  We may use and disclose health information about you 

when necessary to prevent a serious threat to your health and safety or the health and safety of the public 

or another person.  Any disclosure, however, would only be to someone able to help prevent the threat. 

Military and Veterans.  If you are a member of the armed forces or are separated/discharged from 

military services, we may release health information about you as required by military command 

authorities or the Department of Veterans Affairs as may be applicable.  We may also release health 

information about foreign military personnel to the appropriate foreign military authorities. 



 

Workers' Compensation.  We may release health information about you for workers' compensation or 

similar programs.  These programs provide benefits for work-related injuries or illness. 

Public Health Risks.  We may disclose health information about you for public health activities.  These 

activities generally include the following: 

 To prevent or control disease, injury or disability; 

 To report births and deaths; 

 To report child abuse or neglect; 

 To report reactions to medications or problems with products; 

 To notify people of recalls of products they may be using; 

 To notify a person who may have been exposed to a disease or may be at risk for 

contracting or spreading a disease or condition; 

 To notify the appropriate government authority if we believe a patient has been the victim 

of abuse, neglect, or domestic violence. We will only make this disclosure if you agree or 

when required or authorized by law. 

Health Oversight Activities.  We may disclose health information to a health oversight agency for 

activities authorized by law.  These oversight activities include, for example, audits, investigations, 

inspections, and licensure.  These activities are necessary for the government to monitor the health care 

system, government programs, and compliance with civil rights laws. 

Lawsuits and Disputes.  If you are involved in a lawsuit or a dispute, we may disclose health 

information about you in response to an order issued by a court or administrative tribunal.  We may also 

disclose health information about you in response to a subpoena, discovery request, or other lawful 

process by someone else involved in the dispute, but only after efforts have been made to tell you about 

the request and you have time to obtain an order protecting the information requested. 

Law Enforcement.  We may release health information if asked to do so by a law enforcement official: 

 In response to a court order, subpoena, warrant, summons or similar process; 

 To identify or locate a suspect, fugitive, material witness, or missing person; 

 If you are the victim of a crime and we are unable to obtain your consent; 

 About a death we believe may be the result of criminal conduct; 

 In an instance of criminal conduct at our facility; and 

 In emergency circumstances to report a crime; the location of the crime or victims; or the identity, 

description, or location of the person who committed the crime. 

Such releases of information will be made only after efforts have been made to tell you about the request 

and you have time to obtain an order protecting the information requested. 

Coroners, Health Examiners and Funeral Directors.  We may release health information to a coroner 

or health examiner.  This may be necessary, for example, to identify a deceased person or determine the 

cause of death.  We may also release health information about patients to funeral directors as necessary to 

carry out their duties. 

Inmates.  If you are an inmate of a correctional institution or under the custody of a law enforcement 

official, we may release health information about you to the correctional institution or law enforcement 

official.  This release would be necessary:  (1) for the institution to provide you with healthcare; (2) to 

protect your health and safety or the health and safety of others; or (3) for the safety and security of the 

correctional institution. 

 



 

YOUR RIGHTS REGARDING HEALTH INFORMATION ABOUT YOU 

 

You have the following rights regarding health information we maintain about you: 

Right to Inspect and Copy:  You have certain rights to inspect and copy health information that may be 

used to make decisions about your care.  Usually, this includes health and billing records.  This does not 

include psychotherapy notes. 

To inspect and copy health information that may be used to make decisions about you, you must submit 

your request in writing on a form provided by us to: “The Privacy Official at Planned Parenthood of 

Western PA.”  If you request a copy of your health information, we may charge a fee for the costs of 

locating, copying, mailing or other supplies and services associated with your request. 

We may deny your request to inspect and copy in certain very limited circumstances.  If you are denied 

access to health information, you may in certain instances request that the denial be reviewed.  Another 

licensed healthcare professional chosen by our practice will review your request and the denial.  The 

person conducting the review will not be the person who denied your initial request.  We will comply 

with the outcome of the review. 

Right to Amend.  If you feel that health information we have about you is incorrect or incomplete, you 

may ask us to amend the information.  You have the right to request an amendment for as long as we keep 

the information.  To request an amendment, your request must be made in writing on a form provided by 

us and submitted to: “The Privacy Official at Planned Parenthood of PA.”  

We may deny your request for an amendment if it is not the form provided by us and does not include a 

reason to support the request.  In addition, we may deny your request if you ask us to amend information 

that: 

 Was not created by us, unless the person or entity that created the information is no 

longer available to make the amendment; 

 Is not part of the health information kept by or for our practice; 

 Is not part of the information which you would be permitted to inspect and copy; or 

 Is accurate and complete. 

Any amendment we make to your health information will be disclosed to those with whom we disclose 

information as previously specified. 

Right to an Accounting of Disclosures.  You have the right to request a list (accounting) of any 

disclosures of your health information we have made, except for uses and disclosures for treatment, 

payment, and health care operations, as previously described. 

To request this list of disclosures, you must submit your request on a form that we will provide to you.  

Your request must state a time period that may not be longer than six years and may not include dates 

before April 14, 2003 [The compliance date of the Privacy Regulation].  The first list of disclosures you 

request within a 12-month period will be free.  For additional lists, we may charge you for the costs of 

providing the list.  We will notify you of the cost involved and you may choose to withdraw or modify 

your request at that time before any costs are incurred.  We will mail you a list of disclosures in paper 

form within 30 days of your request, or notify you if we are unable to supply the list within that time 

period and by what date we can supply the list; but this date should not exceed a total of 60 days from the 

date you made the request. 

Right to Request Restrictions.  You have the right to request a restriction or limitation on the health 

information we use or disclose about you for treatment, payment, or health care operations.  You also 

have the right to request a limit on the health information we disclose about you to someone who is 



 

involved in your care or the payment for your care.  For example, you could ask that access to your health 

information be denied to a particular member of our workforce who is known to you personally. 

While we will try to accommodate your request for restrictions, we are not required to do so if it is not 

feasible for us to ensure our compliance with law or we believe it will negatively impact the care we may 

provide you.  If we do agree, we will comply with your request unless the information is needed to 

provide you emergency treatment.  To request a restriction, you must make your request on a form that 

we will provide you.  In your request, you must tell us what information you want to limit and to whom 

you want the limits to apply. However, we are required to agree to any request by you to restrict 

disclosures of protected health information to health insurers if you have fully paid for your health 

services pertaining to such disclosures using your own money. 

Right to Request Confidential Communications.  You have the right to request that we communicate 

with you about health matters in a certain manner or at a certain location.  For example, you can ask that 

we only contact you at work or by mail to a post office box.  During our intake process, we will ask you 

how you wish to receive communications about your health care or for any other instructions on notifying 

you about your health information.  We will accommodate all reasonable requests.  

Right to a Paper Copy of This Notice.  You have the right to obtain a paper copy of this Notice at any 

time upon request.    You may also obtain a copy of this Notice at our website, ppwp.org. 

Right to Receive Notice of a Breach. We are required to notify you following a breach of unsecured 

protected health information. . 

 

MINORS AND PERSONS WITH GUARDIANS 

 

 Minors have all the rights outlined in this Notice with respect to health information relating to 

reproductive healthcare, except for abortion and in emergency situations or when the law requires 

reporting of abuse and neglect.  In the case of abortion, if a parent provides consent to your abortion, the 

parent has all the rights outlined in this Notice, including the right to access the health information 

relating to abortion.  However, if you obtain a judicial bypass of the consent requirement, you have the 

same rights as an adult with respect to health information relating to your abortion.  If you are a minor or 

a person with a guardian obtaining healthcare that is not related to reproductive health, your parent or 

legal guardian may have the right to access your medical record and make certain decisions regarding the 

uses and disclosures of your health information. 

 

CHANGES TO THIS NOTICE 

 

We reserve the right to change this Notice.  We reserve the right to make the revised or changed Notice 

effective for health information we already have about you as well as any information we receive in the 

future.  We will post a copy of the current Notice in our facility and on our website.  The Notice contains 

the effective date on the first page.   

 

COMPLAINTS 

 

If you believe your privacy rights have been violated, you may file a complaint with us or with the 

Secretary of the Department of Health and Human Services.  To file a complaint with us, contact : “The 

Privacy Official at [Name of PPFA Affiliate].”  All complaints must be submitted in writing.  You will 

not be penalized for filing a complaint. 

 



 

USES OF HEALTH INFORMATION REQUIRING AN AUTHORIZATION 

 

The following uses and disclosures of health information will be made only with your written permission: 

 Uses and disclosures of protected health informatoon for marketing purposes 

 Use and disclosures that constitute the sale of  your protected health information 

 Other uses and disclosures of health information not covered by this Notice or the laws that apply 

to us. 

  If you provide us permission to use or disclose health information about you, you may revoke that 

permission, in writing, at any time.  If you revoke your permission, we will no longer use or disclose 

health information about you for the reasons covered by your written authorization.  You understand that 

we are unable to take back any disclosures we have already made with your permission, and that we are 

required to retain the records of the care that we provided to you. 

 

  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 

Attachment C 

 

ACKNOWLEDGMENT OF RECEIPT OF NOTICE OF HEALTH 

INFORMATION PRIVACY PRACTICES 

I HEREBY ACKNOWLEDGE receipt of Planned Parenthood of Western PA’s 

NOTICE OF HEALTH INFORMATION PRIVACY PRACTICES.  Please print your name, 

sign and date as indicated below: 

 

Name: ____________________________________________________________ 

                                                                  (please print) 

 

Signature: _________________________________________________________ 

 

 

Date: _____________________________________________________________ 

 

 
 

 
CHECK HERE IF PATIENT'S GUARDIAN OR RELATIVE IS LEGALLY 
REQUIRED TO SIGN BELOW 
 

 
Signature of any other person consenting ____________________________________ 
 
Relationship to patient ___________________________________________________ 
 
Date _______________ 
 
I witness the fact that the patient's legal guardian (or person consenting in her behalf) 
received the above mentioned information and said she read and understood same. 
 
Signature of witness _____________________________________________________ 
 
Date _______________ 
 

 

(A copy of this acknowledgment will be kept in your patient file.) 

C-1 
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Attachment D 

 

 REQUEST FOR RESTRICTIONS ON USE AND DISCLOSURE OF PROTECTED 

HEALTH INFORMATION 

 

You have the right to request that we restrict how protected health information about you is used 

or disclosed for treatment, payment, or healthcare operations. Except for restrictions on 

disclosures to a health plan as set forth below, Planned Parenthood of Western PA is not 

required to agree to this restriction, but if we do, we are bound by our agreement.  Any 

restriction we accept will not apply when the restricted information is needed to provide you 

with emergency treatment or the disclosure is required by law.  Except for disclosures to a 

health plan as set forth below, we have the right to terminate an agreed upon restriction by 

informing you of the termination in writing.  Any such termination will only apply to 

information created or received after we have informed you of the termination.   

We must grant your request to restrict disclosure to a health plan of information about a 

service that you (or someone on your behalf) has paid for out-of-pocket and we cannot 

terminate such a restriction.  However such information may be disclosed to a health plan if it 

is necessary for us to do so in order to obtain payment for your follow-up care, unless you 

decide to pay for the follow-up care out-of-pocket as well.  

 

Please complete this form to request a restriction and we will notify you of our ability to comply 

with your request.  You also have the right to request us to terminate a restriction that you 

previously requested. 

 

I, ____________________________________________(PRINT NAME), am requesting that 

Planned Parenthood of Western PA restrict use or disclosure of my health information in the 

following manner: 

 

 Do not release information specified below to the following person(s) or entities:  

___________________________________________________________________________      

__________________________________________________________________________ 

 Description of information that may not be used or disclosed: 

___________________________________________________________________________ 

___________________________________________________________________________  

___________________________________________________________________________

___________________________________________________________________________ 
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 Other restrictions on the use or disclosure of my health information:  

___________________________________________________________________________

___________________________________________________________________________

___________________________________________________________________________ 

___________________________________________________________________________ 

If the restrictions apply to information that would otherwise be disclosed to a third party for 

payment for health care services, such as a health plan, I will guarantee payment of my 

healthcare services in advance by: 

 Advance payment of $_________ 

 Credit assurance in the form of Card Name and 

No.________________________________________ Expiration Date: ___________   

 Other financial arrangement: 

____________________________________________________________ 

____________________________________________________________ 

Signature of Individual of Personal Representative: 

 __________________________________________________ Date:_______________ 

Address:  

______________________________________________________________________________

______________________________________________________________________________

______________________________________________________________________________ 

Print Name of Personal Representative: _________________________________  

Relationship To Patient: _____________________________ 
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FOR OFFICE USE ONLY 

 

 We have accepted the restriction(s) you have requested above. Any exceptions are listed 

below: 

 We are unable to accept the following restriction(s) you have requested: 

________________________________________________________________________

________________________________________________________________________ 

 

 By this form being sent to you, we are informing you that the above restrictions are being 

terminated. 

 

Signature of Health Care Professional: 

__________________________________________________ DATE:  _______________ 

 

I hereby request that the restrictions(s) indicated above be terminated as of the date indicated 

below: 

 

Date:  _________________ 

 

Signature of Individual or Personal Representative: 

_________________________________________ 



E-1 

Attachment E 

 

Prior to any disclosure of AIDS/HIV related information, this form must be completed by 

the patient in its entirety.  

 

The following notice must be attached to any medical records that are released: 

 

“ This information has been disclosed to you from records protected under Pennsylvania law. 

Pennsylvania law prohibits you from making any further disclosure of this information unless 

further disclosure is expressly permitted by the written consent of the person to whom it 

pertains or is authorized by the confidentiality of the HIV-Related Information Act. A general 

authorization for the release of medical or other information is not sufficient for this 

purpose.”  

 

 

AUTHORIZATION FORM FOR RELEASE OF HEALTH INFORMATION 
 

Patient Name 
(First, Last, MI, Maiden or Other Name) 

Medical Record # 
 

Address 
 

City State Zip 

Date of Birth 
 

Day Phone Evening Phone 

 
I HEREBY AUTHORIZE: 

Name  

of Location to Release Records From 
Address 
 

City State Zip 

Phone 
 

Fax 

 
TO RELEASE MY HEALTH INFORMATION TO: 

Name  

of Location to Release Records To 
Address 
 

City State Zip 

Phone 
 

Fax 

 
HEALTH INFORMATION TO BE RELEASED: 
I specifically authorize release of the following information:   For the following Dates: 
❏ Entire Medical Record, OR (check the appropriate box(s))  ____________________ 

❏ History and physical exam     ____________________ 

❏ Progress notes       ____________________ 

❏ Substance abuse(including alcohol/drug abuse)   ____________________ 

❏ Lab reports       ____________________ 

❏ Mental health (including psychotherapy notes)   ____________________ 

❏ X-ray reports       ____________________ 

❏ HIV related information (AIDS related testing)   ____________________ 
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❏ Other: __________________________________   ____________________ 

This Authorization is made for the following purpose: 

❏ At my request, OR 

❏ Specify:________________________________________________________________________

_ 

 

CONDITIONS OF AUTHORIZATION 

1. This Authorization will expire on (insert date or event):    

2.  I may revoke this Authorization at any time by notifying PP of Western PA in writing, and it will be effective on the 

date notified except to the extent that PP of Western PA has already acted upon such Authorization. 

3. Information used or disclosed pursuant to this Authorization may be subject to re-disclosure by the recipient and no 

longer protected by Federal privacy regulations. 

4. By authorizing this release of information, my healthcare and payment for my healthcare will not be affected if I do not 

sign this Authorization form.  

5. I have been offered a copy of this signed Authorization form. 

 

Signature of Patient 
 

Date 

 
Or Parent/Legal Guardian/Authorized 

Person__________________________________________Date:________________ 
 

FOR OFFICE USE ONLY 
DATE REQUEST FILED: _____________________BY: _____________________ 

 
IDENTIFICATION PRESENTED: _________________________ FORM OF IDENTIFICATION: _____________________ 
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Attachment G 

 

REQUEST FOR ACCESS TO HEALTH INFORMATION 

 

I HEREBY REQUEST access        to inspect or        to obtain a copy (check the box that 

applies) of my health information held by Planned Parenthood of Western PA 

For the period 

of:__________________________________________________________ (fill in date) to 

_____________________________________________________________(fill in date).  

OR 

The following specific information (describe) ___________________________ 

 ________________________________________________________________ 

I request that the information be provided in the following format: 

_____Paper copies  

_____Electronic copies (available only for information maintained electronically) 

Requested form and format for electronic copies: 

______Copied onto a CD that will be mailed to you or that you may pick up  

______Emailed to you at the following address (print very clearly): 

 

___________________________________________________________ 

 

File preference, if any (for example: MS word, PDF, Excel) ________________ 

 

I request that the information be sent directly to another person: 

Name_____________________________________ 

Address_____________________________________ 

___________________________________________ 

Email address if you wish the information to be 

emailed____________________________ 

 

IF YOU WISH HEALTH INFORMATION TO BE SENT TO YOU OR SOMEONE 

ELSE VIA EMAIL, PLEASE READ THE INFORMATION IN PARAGRAPH ONE OF THIS 

FORM ON THE RISKS OF RECEIVING EMAIL. 

 

CONDITIONS 

1. RISKS OF USING E-MAIL to receive your health records: E-mail may not be reliable, 

secure, or private.  For example: 

 E-mail can be hacked.  (Unauthorized people can intercept it, alter it, or use it). 

 E-mail can be sent to the wrong person, lost, or subject to other sending errors. 
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 E-mail may come from someone other than the named sender. 

 E-mail is easier to fake than handwritten, signed papers.   

 Anyone with access to an e-mail account will have access to all messages in that 

account.  This includes those who have permission to use the e-mail account as well 

as those who don’t. 

 Anyone who gets or has access to an e-mail can read, forward, copy, delete, or 

change it.  This includes those who have permission to use the e-mail account as well 

as those who don’t. 

 Any deleted e-mails can be found again. 

 E-mail services have a right to save and check e-mail sent through their system. 

 E-mail can spread viruses. 

 You should not receive your health information via email if people who you don’t 

want to view your medical information have access to your e-mail account. 

 

2.        THIS REQUEST IS LIMITED BY LAW.  This request for access to inspect or 

obtain a copy of health information is subject to all of the limitations found at 45 C.F.R. 164.524.   

3. THIS REQUEST IS FURTHER LIMITED. There is no right to request access 

to inspect or obtain a copy of:  a) Psychotherapy notes; or b) Information compiled in reasonable 

anticipation of, or for use in, a civil, criminal, or administrative action or proceeding. 

4. TIME FOR RESPONSE.   Planned Parenthood has up to 30 days after receipt of 

this request to respond and the right to extend the time for response for an additional 30 days. 

5. PROVIDING ACCESS REQUESTED.   Planned Parenthood is obligated to 

provide access only if the information is readily producible in a readable form or format.   

Planned Parenthood   is not obligated to reformat information in a form that is convenient for the 

requestor. 

6. TIME AND MANNER OF ACCESS.  If access to inspect is granted, a 

convenient time or place shall be agreed upon for inspection.  If access to obtain a copy is 

granted, the information shall be mailed to requestor.   Planned Parenthood may limit the scope, 

format and other aspects of the information as necessary to facilitate timely access.  Additionally, 

if agreed to in advance,  Planned Parenthood may provide a summary of the requested 

information, in lieu of providing access to the information.   

Electronic copies: if your health information is maintained electronically, you may 

request an electronic copy. We will provide it in the format you request (for example, pdf, word 

file) if the information is readily reproducible in that format. If it is not, we will try to offer you 

the information in another electronic format. If we cannot offer an electronic format that is 

acceptable to you, we will provide you with the Health Information in paper copies.  

If you request, we will provide you electronic copies via email, but this may not be a 

secure method of transmission. Please read the facts in paragraph one of this form before having 

your records emailed. 
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7. FEES.   If a copy of the information is requested, Planned Parenthood  may 

impose a reasonable fee that includes the cost of:  a) Copying, including the cost of supplies 

(including the costs of portable electronic media such as CDs to make electronic copies) and 

labor for copying the requested information; b) Postage if a copy of the information or a 

summary is mailed to the requestor; and c) Preparing an explanation or summary of the health 

information (if agreed upon). 

8. DENIAL OF A REQUEST FOR ACCESS.  If a request for access is denied, in 

whole or in part, a written explanation will be provided that contains:  a) An explanation of the 

basis of the denial; b) A statement of review rights, if applicable; and c) A description of how the 

requestor may complain to  Planned Parenthood or to the Secretary of Health and Human 

Services (“HHS”).  

9. NO RIGHT TO ASK FOR A REVIEW OF A DENIAL.  There is no right to 

ask for a review if  Planned Parenthood denies a request for access to:  a) Any information 

described in paragraph 2 above; b) If  Planned Parenthood  created the information while acting 

under the direction of a correctional institution; c) The information involves research that is in 

progress and denial of access was agreed to as part of your consent to participate in the research; 

or d)  The information was obtained from a third party under a promise of confidentiality and 

access would likely reveal the source of the information. 

10. RIGHT TO ASK FOR A REVIEW OF A DENIAL.  There is a right to ask for 

a review by a second licensed healthcare professional designated by Planned Parenthood  of a 

denial of a request for access under the following circumstances:  a) The initial denial was based 

on a determination by a licensed healthcare professional that access to the requested information 

is likely to endanger the life or physical safety of the requestor or another person; or b) The 

initial denial was based on the determination by a licensed healthcare professional that access to 

the requested information is likely to cause substantial harm to the requestor or a third person. 

 

If you are requesting that your information be sent to you or another person by email, you 

further acknowledge and agree to the risks of transmitting and receiving your information by 

email, as disclosed in paragraph one of this form, and you agree to release and hold harmless 

Planned Parenthood from any liability that may result from using e-mail to communicate with 

you or another person you may have designated to receive emails that include your Health 

Information.  This includes, but is not limited to, breaches of confidentiality or privacy that may 

come from using e-mail (except as required by law). 

 

 

______________________________          ___________________________________ 

Signature Of Applicant [Or] Signature of Personal Representative,  

if required by state law 

 

 

_____________________________ 

               Date  

 



 

H-1 

Attachment H 

 

 

DENIAL OF REQUEST FOR ACCESS TO HEALTH INFORMATION 

 

 

This form explains the reasons why your request for access to health information 

was denied and what appeal and complaint rights you have.   

 

I. BASIS OF DENIAL.  Your request for access or inspection of health 

information held by Planned Parenthood of Western PA for the period of ________________ 

(fill in date) to __________________(fill in date) was denied for the following reasons:   

A. Unreviewable Grounds.  The health information requested cannot be disclosed 

because (check the appropriate box): 

 

 .The information constitutes psychotherapy notes ٱ

 

 ,The information was compiled in reasonable anticipation of, or for use in ٱ

a civil, criminal, or administrative action or proceeding.  

 

 

 Planned Parenthood of Western PA created the requested information ٱ

acting under the direction of a correctional institution and disclosure of the 

requested information would jeopardize the health, safety, security, 

custody or rehabilitation of the patient or other inmates, or the safety of 

any officer, employee, or other person at the correctional institution or 

responsible for the transportation of the inmate. 

 

 .The information is subject to the Privacy Act (5 U.S.C. § 552a) ٱ

 

 The information was obtained from a third party under a promise of ٱ

confidentiality and access would be reasonably likely to reveal the source 

of the information. 

 

 Planned Parenthood of Western PA does not maintain the requested ٱ

information.  [If applicable]  The requested health information is 

maintained by: 

____________________________________________________________

____________________________________________________________ 

 

B. Reviewable Grounds.  The health information requested cannot be disclosed 

because (check the appropriate box): 

 

 A licensed healthcare professional has determined, in the exercise of ٱ

professional judgment, that the access requested is reasonably likely to 

endanger the life or physical safety of the patient or another person. 



 

H-2 

 

 The protected health information makes reference to another person (not a ٱ

healthcare provider) and a licensed healthcare professional has 

determined, in the exercise of professional judgment, that granting access 

is reasonably likely to cause substantial harm to this other person 

referenced in the health information. 

 

 A [If the request is made by a personal representative of the patient] ٱ

licensed healthcare professional has determined, in the exercise of 

professional judgment, that the provision of access to the personal 

representative is reasonably likely to cause substantial harm to the patient 

or another person. 

 

II. RIGHT OF REVIEW OF DENIAL OF ACCESS.  If access is denied for “Reviewable 

Grounds” (Part I. B. above), you have the right to have the denial reviewed by a licensed 

healthcare professional designated by Planned Parenthood of Western PA to act as a 

Reviewing Official.  The Reviewing Official is a licensed healthcare professional who 

did not participate in the original decision to deny access.  A review of a denial under 

Part I.B. must be submitted to Planned Parenthood of Western PA on a REVIEW OF 

DENIAL OF REQUEST FOR ACCESS TO HEALTH INFORMATION form.  You may 

obtain this form from the Privacy Officer at Planned Parenthood of Western PA.   

 

III. RIGHT TO FILE A COMPLAINT.  Any one denied access to health information has 

the right to file a complaint with Planned Parenthood of Western PA or with the 

Secretary of the Department of Health and Human Services (“HHS”).   

 

A. Complaints With Planned Parenthood of Western PA.  As provided for in the 

Notice of Health Information Privacy Practices, complaints must be submitted in 

writing to the Privacy Officer of Planned Parenthood of Western PA.  You will 

not be penalized for filing a complaint with Planned Parenthood of Western PA. 

 

B. Complaints With The Secretary Of HHS.  You may also submit a complaint 

with the Secretary of HHS within 180 days of the date the complained of act or 

omission occurred.  The procedures for filing written or electronic complaints 

with the Secretary of HHS are found at 45 C.F.R § 160.306.  

 

SIGNATURE OF 

HEALTHCARE PROFESSIONAL:  _________________________________________  

DATE:  _______________ 
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Attachment I 

 

 

REVIEW OF DENIAL OF REQUEST FOR ACCESS TO HEALTH INFORMATION 

 

 

I HEREBY REQUEST review of Planned Parenthood of Western PA’s denial of my 

request for access or inspection of health information held by Planned Parenthood of Western PA 

for the period of __________________________________________________________ (fill in 

date) to _______________________________________________________(fill in date). 

 Planned Parenthood of Western PA denied my request for access for the following 

reason: 

 A licensed healthcare professional determined, in the exercise of ٱ

professional judgment, that the access requested is reasonably likely to 

endanger the life or physical safety of the patient or another person. 

 

 The protected health information makes reference to another person (not a ٱ

healthcare provider) and a licensed healthcare professional has 

determined, in the exercise of professional judgment, that granting access 

is reasonably likely to cause substantial harm to this other person 

referenced in the health information. 

 

 A [If the request is made by a personal representative of the patient] ٱ

licensed healthcare professional has determined, in the exercise of 

professional judgment, that the provision of access to the personal 

representative is reasonably likely to cause substantial harm to the patient 

or another person. 

 

 

CONDITIONS 

1. LIMITED RIGHT OF REVIEW:  Review is limited to denials made for the 

reasons listed above and found in the DENIAL OF ACCESS TO HEALTH INFORMATION 

form at Part I.B.  Planned Parenthood of Western PA is not required by law to review denials of 

access for other reasons. 

2. REVIEWING OFFICIAL.  The Reviewing Official shall be a licensed healthcare 

professional designated by Planned Parenthood of Western PA.  The Reviewing Official shall be 

a licensed healthcare professional who was not directly involved in the original decision to deny 

access.   

3. TIME FOR RESPONSE:  The Reviewing Official shall review a properly 

submitted request for review within a reasonable period of time and provide a written notice to 

the requestor of the review determination.   
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Signed at: ____________________________, ________________________________ , 

  City       State 

 

this ____________________ day of ____________________, ______________. 

 Date     Month   Year 

 

_______________________________         ___________________________________ 

Signature Of Applicant [Or] Signature of Personal Representative,  

if required by state law 
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Attachment J 

 

[Print this form on letterhead that includes name, address, and telephone number of affiliate] 

 

REQUEST FOR ACCOUNTING OF DISCLOSURES OF HEALTH INFORMATION 

 

I, ____________________________, request an accounting of disclosures of my health 

information for the period: 

                  (Print Name) 

FROM: (month/date/year)_______________________________________________ TO: 

(month/date/year)___________________________________________ 

 

 I understand that this accounting for disclosures will not include disclosures to those for 

whom use and disclosure of my health information was made to carry out my treatment, 

process payment for my health care, or carry out healthcare operations 

 To myself or persons involved in my care 

 Any disclosure pursuant to my authorization 

 For national security or intelligence purposes (as specified in the Notice of Health 

Information Privacy Practices) 

 To correctional institutions or law enforcement officials under certain circumstances (as 

specified in the Notice of Health Information Privacy Practices) 

 That occurred prior to April 14, 2003 

 

 I understand that I may receive the first accounting for disclosures within a 12-month period 

at no charge. 

 I understand that I am requesting a second or subsequent accounting in a 12-month period 

and will pay the charge of [Estimate the number of hours it will take your [Enter the title 

of the person who will be responsible for processing requests for accounting for 

disclosures] to process the request for accounting and multiply this number of hours by 

the hourly salary plus benefit percent for that individual.   Supply amount in $ as 

processing charge for processing any second or subsequent accounting within a 12-

month period.] for this accounting. 

 

Send this accounting to: 

 PRINT MAILING ADDRESS:  

______________________________________________________________________ 

City:______________________________ State:____________ Zip Code:___________ 

 

 _________________________________ 

                       (Patient Signature) 

 

 

   ________________________________ 

  (Date)  

Accounting for Disclosures 
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 There were no applicable disclosures made of your health information for the period you 

specified. 

 Disclosures of your health information were made by this office to: 

Date of 

Disclosure 

Name and Address to 

whom disclosed 

Description of 

information disclosed 

Purpose of 

disclosure 

    

    

    

    

    

    

    

 We are temporarily unable to process the accounting for disclosures you have requested due 

to: 

 A suspension required by law 

 Other:  

_____________________________________________________________________, 

but will comply with your request by the date of:  

______________________________________ 

 

If you have any questions concerning this accounting for disclosures, please contact: 

 

Debbie Cain, at 412 434-8957 Ext 9595, DATE:___________________ 

(Signature of Privacy Officer at Planned Parenthood of Western PA 

 

FOR OFFICE 

USE ONLY 

LAST PAID  
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Attachment K 

 

REQUEST FOR AMENDMENT OF HEALTH INFORMATION IN POSSESSION OF 

PLANNED PARENTHOOD OF WESTERN PA 

 

 

PATIENT 

NAME:_______________________________________________________________________ 

                                               LAST                                            FIRST                  MI                

MAIDEN OR OTHER NAME 

DATE OF BIRTH:_____-_____-_____ SS#:_____-_____-_____ MEDICAL RECORD #:_____ 

                               MO      DAY      YR 

ADDRESS:__________________________________________ 

CITY:______________________STATE:____ZIP:__________ 

 

DAY PHONE:_______________________________________  

EVENING PHONE:___________________________________ 

 

I, ____________________________, request an amendment of my Health Information in the 

possession of Planned Parenthood of Western PA.  Specifically, I request that Planned 

Parenthood of Western PA amend the following records (you must specifically identify by date, 

person who prepared the record, and any other identifying characteristics the record document of 

Health Information you seek to amend): 

______________________________________________________________________________

______________________________________________________________________________

______________________________________________________________________________

______________________________________________________________________________

______________________________________________________________________________

_______________________________________________________ 

 

 

I request amendment of the above-identified Health Information as follows: 

______________________________________________________________________________

______________________________________________________________________________

______________________________________________________________________________

______________________________________________________________________________

______________________________________________________________________________ 

 

 

I request the above-identified amendment for the following reasons (this is a mandatory 

requirement): 

______________________________________________________________________________

______________________________________________________________________________

______________________________________________________________________________

______________________________________________________________________________

______________________________________________________________________________ 
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I understand that the amendment requested above will be subject to the following conditions: 

 

 My request for amendment may be denied if Planned Parenthood of Western PA determines 

that:  the Health Information was not created by Planned Parenthood of Western PA; the 

Health Information is not part of records maintained by Planned Parenthood of Western PA; 

the Health Information is not available for patient inspection; or the Health Information is 

accurate and complete. 

 Planned Parenthood of Western PA will respond to this request within 60 days after receipt 

 If Planned Parenthood of Western PA is unable to act within 60 days, it may receive a 30 day 

extension upon written notice to patient 

 To the extent the Health Information has been transferred to other entities, Planned 

Parenthood of Western PA will make every reasonable effort to notify relevant persons of the 

amendment 

 If this request is denied, Planned Parenthood of Western PA will provide an explanation for 

its reasons. 

 

 

_____________________________________________________DATE:_______________ 

                            (Patient signature) 

 

FOR OFFICE USE ONLY 

 

 

  Request For Amendment Accepted: 

 

_____________________________   _________________________ 

Signature of Healthcare Professional     Date 

 

 

 

  Request For Amendment Denied: 

 

_____________________________   _________________________ 

Signature of Healthcare Professional     Date 

 

 

Names and addresses of other persons or organizations that should be notified of the requested 

amendment: 

 

______________________________________________________________________________

______________________________________________________________________________

______________________________________________________________________________

______________________________________________________________________________ 
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ATTACHMENT L 

 

DENIAL OF REQUEST TO AMEND HEALTH CARE INFORMATION 

 

Dated: ____________ 

Patient Information: 

Name: __________________________________ 

Address: __________________________________ 

__________________________________ 

Phone Number: __________________________________ 

 

Patient SS#: 

 

__________________________________ 

Information for which Amendment or Correction was Requested: 

_____________________________________________________________________ 

_____________________________________________________________________ 

Amendment Requested: 

_____________________________________________________________________ 

_____________________________________________________________________ 

Planned Parenthood of Western PA_ has DENIED your request for amendment/correction of your health 

information because it has been determined that the information that is the subject of the request: 

[  ] was not created by Planned Parenthood of Western PA_ (and you did not provide a reasonable 

basis to believe that the originator of the information is no longer available to act on the 

requested amendment). 

[  ] is not part of the designated record set (that is, not part of your enrollment, payment, claims 

adjudication, or case or medical management record systems maintained by or for Planned 

Parenthood of Western PA_ that is used, in whole or in part, by or for Planned Parenthood of 

Western PA_ to make decisions about you).  

[  ] would not be available to you for inspection under the HIPAA privacy regulations (for 

example, notes pertaining to your psychotherapy treatment or information compiled in 

reasonable anticipation of a legal or administrative action or proceeding).  

[  ] is accurate and complete. 

You have a right to submit a written statement objecting to the denial.  You may submit such a statement 

to the Privacy Officer, Planned Parenthood of Western PA_ [ADDRESS].  

 

If you do not choose to submit a statement of disagreement, you may request that Planned Parenthood of 

Western PA_ provide your request for amendment and Planned Parenthood of Western PA’s denial with 

any future disclosures of the protected health information that is the subject of the amendment. 

If you wish to register a complaint regarding the request process, or the outcome of your request, please 

direct written complaints to the Privacy Officer at the address above. You may also file a complaint with 

the Secretary of the U.S. Department of Health and Human Services. 
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Attachment M 

 

 

THIS BUSINESS ASSOCIATE AGREEMENT
6
 (“Agreement”) is entered into on 

this ____ day of _________________, 20__, (“Effective Date”) by and between Planned 

Parenthood of Western PA, located at 933 Liberty Avenue, Pittsburgh, PA 15222 (herein 

after “Covered Entity”) and [name of business associate] 

____________________________________, located at [address] 

____________________________________________ (herein after “Business 

Associate”) (each a “Party” and collectively the “Parties”). 

Covered Entity and Business Associate agree as follows: 

I. Other Business Associate Agreements terminated. All other existing business 

associate agreements between the Parties pertaining to the subject matter of this 

Agreement are herewith terminated. 

II. Definitions    

 

The following terms shall have the meaning ascribed to them in this Section.  Other 

capitalized terms shall have the meaning ascribed to them in other sections of this Agreement.  

Terms used, but not otherwise defined in this Agreement, shall have the same meaning as those 

terms in the HIPAA Rules (as defined below), including any amendments thereto.  

  

(a) Breach shall have the same meaning as that term in 45 CFR § 164.402. 

 

(b) Breach Notification Rule shall mean the rules set forth at 45 CFR Part 164, 

Subpart D. 

 

(c) Business Associate shall have the same meaning as that term in 45 CFR § 

160.103. 

 

(d) Covered Entity, when not referring to the Party to this Agreement, shall have the 

same meaning as the term in 45 CFR § 160.103. 

 

(e) Designated Record Set shall have the same meaning as that term in 45 CFR 

§164.501. 

 

(f) Disclosure shall have the same meaning as that term in 45 CFR § 160.103. 

 

(g) Electronic Media shall have the same meaning as that term in 45 CFR § 160.103. 

 

                                                 
6
 This Agreement may also be styled as an “Addendum” to an existing agreement between the parties. If this is 

done, reference to the existing agreement must be made in the document. 
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(h) Electronic Protected Health Information or e-PHI shall have the same meaning as 

that term in 45 CFR § 160.103, limited to the information created, received, 

maintained or transmitted by Business Associate from or on behalf of Covered 

Entity. 

 

(i) Enforcement Rule shall mean 45 CFR, Part 160, Subparts C-E. 

 

(j) HIPAA Rules shall mean the Privacy, Security, Breach Notification and 

Enforcement Rules at 45 CFR Part 160 and Part 164. 

 

(k) Individual.  “Individual” shall have the same meaning as that term in 45 CFR 

§160.103 and shall include a person who qualifies as a personal representative in 

accordance with 45 CFR § 164.502(g). 

 

(l) Privacy Rule shall mean 45 CFR, Part 164, Subpart E and definitions applicable 

thereto. 

 

(m) Protected Health Information or PHI shall have the same meaning as that term in 

45 CFR § 160.103, limited to the information created, received, maintained or 

transmitted by Business Associate from or on behalf of Covered Entity.  

 

(n) Required by Law shall have the same meaning as that term in 45 CFR § 164.103.  

 

(o) Secretary shall mean the Secretary of the Department of Health and Human 

Services or his/her designee. 

 

(p) Security Incident shall have the same meaning as that term in 45 CFR § 164.304. 

 

(q) Security Rule shall mean 45 CFR Part 164, Subpart C and definitions applicable 

thereto.  

 

(r) Subcontractor shall have the same meaning as that term in 45 CFR § 160.103. 

 

(s) Unsecured PHI shall have the same meaning as that term in 45 CFR § 164.402. 

 

(t) Use shall have the same meaning as that term in 45 CFR § 160.103 

 

 

III. Obligations and Activities of Business Associate 

 

Business Associate shall: 

 

(a) Not use or disclose PHI other than as permitted or required by this Agreement or 

as otherwise Required By Law. 
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(b) Provide Covered Entity upon request Business Associate’s HIPAA policies, 

procedures and audits or other evidence of HIPAA compliance. 

 

(c) Use appropriate safeguards, and comply with the Security Rule with respect to e-

PHI, to prevent use or disclosure of PHI other than as provided for by this 

Agreement.  

 

(d) Mitigate, to the extent practicable, any harmful effect that is known to Business 

Associate of a use or disclosure of PHI that constitutes a violation of any 

requirement of this Agreement or of the HIPAA Rules. 

 

(e) Notify Covered Entity without unreasonable delay, and in any event on or before 

ten business days after its discovery of any: (1) Security Incident of which it 

becomes aware; and (2) any use or disclosure of PHI not provided for by this 

Agreement, including any Breach of which it becomes aware, as required by 45 

CFR § 164.410, and subject to the further provisions of paragraph III. (e) below. 

Business Associate further agrees to train its employees and agents on detection 

of such Security Incidents and Breaches and the necessity to make timely reports 

of same.  

 

(f) Further Breach Notification Provisions: The notice required under paragraph (d) 

above shall apply to any incident that involves any acquisition, access, use, or 

disclosure of PHI not authorized by the Privacy Rule, even if Business Associate 

believes the incident does not rise to the level of a Breach. The notification shall 

include, to the extent possible, and shall be supplemented on an ongoing basis 

with:  

 

(1) the identification of all individuals whose Unsecured PHI was or is 

believed to have been involved; 

 

(2) all other information reasonably requested by Covered Entity to       

enable Covered Entity to perform and document a risk assessment in               

accordance with the Breach Notification Rule with respect to the 

incident; and  

 

(3) all other information reasonably necessary to provide notice to 

individuals, the Secretary and/or the media in accordance with the 

Breach Notification Rule. For the purposes of this Agreement incidents 

shall be treated as discovered as of the time set forth in 45 CFR 

164.410. Notwithstanding the foregoing, in Covered Entity’s sole 

discretion and in accordance with its directions, Business Associate 

shall conduct, or pay the costs of conducting, an investigation of any 

incident required to be reported to Covered Entity under this paragraph 

(f). 
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(g) In accordance with 45 CFR § 164.502(e)(1)(ii) and § 164.308(b)(2), ensure that 

any subcontractors that create, receive, maintain or transmit PHI on behalf of the 

Business Associate agree in writing to the same restrictions, conditions and 

requirements that apply to the Business Associate with respect to such 

information, and provide the names of such Subcontractors to Covered Entity, 

upon its request.  

 

(h) Provide access to PHI maintained in a Designated Record Set about an Individual, 

to Covered Entity or at the request of Covered Entity, to an Individual, at a time 

and in a manner reasonably requested by Covered Entity, and all in accordance 

with the requirements under 45 CFR § 164.524. 

 

(i) To the extent PHI in Business Associate’s possession constitutes a Designated 

Record Set, make available PHI for amendment and incorporate any 

amendment(s) to PHI that Covered Entity directs or agrees to, in the time and in a 

manner reasonably requested by Covered Entity, and all in accordance with 45 

CFR § 164.526. 

 

(j) Make internal practices, books, and records, including policies and procedures, 

relating to the use and disclosure of PHI received from, or created or received by 

Business Associate on behalf of, Covered Entity available to the Secretary, in a 

time and manner reasonably agreed upon or designated by the Secretary, for 

purposes of the Secretary determining Covered Entity’s compliance with the 

Privacy Rule.  

 

(k) Document such disclosures of PHI and information related to such disclosures as 

would be required for Covered Entity to respond to a request by an Individual for 

an accounting of disclosures of PHI in accordance with 45 CFR § 164.528.  

 

(l) Provide to Covered Entity or an Individual, in the time and manner reasonably 

requested by Covered Entity, information received or collected by Business 

Associate, to permit Covered Entity to respond to a request by an Individual for 

an accounting of disclosures of PHI in accordance with 45 CFR § 164.528. 

 

(m)  Comply with all provisions of 45 CFR § 164.522 as directed by Covered Entity, 

including without limitation,  complying with restrictions on uses and disclosures 

of PHI requested by the Individual and agreed to by the Covered Entity and 

accommodating an Individual’s reasonable requests for confidential 

communications. 

 

(n)  Notify Covered Entity in writing within three (3) days after its receipt directly 

from an Individual of any request for an accounting of disclosures, access to, or 

amendment of PHI or for confidential communications. 
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 (o) To the extent Business Associate carries out the Covered Entity’s obligations 

under the Privacy Rule, comply with the requirements of the Privacy Rule with regard to 

such obligation. 

 

IV. Permitted Uses and Disclosures by Business Associate 

 

[If you are not referring to an underlying agreement, use the following language] 

 

(a) Except as otherwise limited in this Agreement, Business Associate may use or 

disclose PHI on behalf of, or to provide services to, Covered Entity for the 

following purposes, if such use or disclosure of PHI would not violate the 

Privacy Rule if done by Covered Entity or the minimum necessary policies 

and procedures of Covered Entity:[List Purposes] (collectively “Services”). 

____________________________________________________________________

____________________________________________________________________. 

 

 

[If you are referring to an underlying agreement, use the following language:]  

 

(a) Except as otherwise limited in this Agreement, Business Associate may use or 

disclose PHI to perform functions, activities, or services for, or on behalf of, Covered 

Entity as specified in [Insert Name of underlying Agreement] (collectively 

“Services”).  

 

 

(b) Except as otherwise limited in this Agreement, Business Associate may use PHI for 

the proper management and administration of the Business Associate or to carry out 

the legal responsibilities of the Business Associate. 

 

(c) Except as otherwise limited in this Agreement, Business Associate may disclose PHI 

for the proper management and administration of the Business Associate or to carry 

out the legal responsibilities of Business Associate, provided that disclosures are 

Required By Law, or Business Associate obtains reasonable assurances from the 

person to whom the information is disclosed that it will remain confidential and used 

or further disclosed only as Required By Law or for the purposes for which it was 

disclosed to the person, and the person notifies the Business Associate of any 

instances of which it is aware in which the confidentiality of the information has been 

breached. 

 

(d) Business Associate may use PHI to report violations of law to appropriate Federal 

and State authorities, consistent with 45 CFR § 164.502(j)(1). 

 

 

(e) Except as otherwise limited in this Agreement, Business Associate may use PHI to 

provide Data Aggregation services relating to the health care operations of the 

Covered Entity. 
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V. Obligations Of Covered Entity 

 

Covered entity shall: 

 

(a) Notify Business Associate of any limitation(s) in its Notice of Privacy Practices, 

in accordance with 45 CFR § 164.520, to the extent that such limitation may 

affect Business Associate’s use or disclosure of PHI. 

 

(b) Notify Business Associate of any changes in, or revocation of, permission by 

Individuals to use or disclose PHI, to the extent that such changes may affect 

Business Associate’s use or disclosure of PHI. 

 

(c) Notify Business Associate of any restriction to the use or disclosure of PHI that 

Covered Entity has agreed to or is required to abide by in accordance with 45 

CFR §164.522, to the extent that such restriction may affect Business Associate’s 

use or disclosure of PHI. 

 

VI. Term and Termination 

 

(a) Termination.  The Term of this Agreement shall commence as of the Effective 

Date, and shall terminate [insert termination date
7
 ] unless earlier terminated in 

accordance with subsection (b) of this Agreement.  

(b) Termination for Cause
8
.  Upon either Party’s knowledge of a material breach or 

violation of this Agreement by the other Party, the non-breaching Party shall 

either: 

 

 

(1) Provide notice and provide an opportunity for the other Party to cure 

the breach or end the violation, and terminate this Agreement if the 

other Party does not cure the breach or end the violation within thirty 

(30) days after receipt of notice; or 

 

(2) Immediately terminate this Agreement if the other Party has breached 

a material term of this Agreement and cure is not possible or in the 

absence of a cure reasonably satisfactory to the non-breaching Party. 

 

(c) Effect of Termination. 

 

                                                 
7
 Alternatively, you may provide that the agreement will terminate in accordance with the termination or 

modification of the underlying agreement between the covered entity and the business associate. 
8
 The HIPAA rules only require that the Covered entity have the authority to terminate the BAA if the covered entity 

determines that the business associate has violated a material term of the BAA. The additional provisions make the 

right to cancel mutual and provide an opportunity for the breaching party to cure.  These however are optional. 
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(1) Except as provided in paragraph (2) of this section, within thirty (30) 

days after termination or expiration of this Agreement, for any reason, 

Business Associate shall return or destroy all PHI received from 

Covered Entity, or created or received by Business Associate on behalf 

of Covered Entity.  PHI shall be destroyed in accordance with 

instructions for such destruction contained in Guidance Specifying the 

Technologies and Methodologies that Render Protected Health 

Information Unusable, Unreadable or Indecipherable to Unauthorized 

Individuals, published on the Department of Health and Human 

Services website or any successor guidance issued by the Secretary 

under Section 13402(h)(2) of  Public Law 111-5.  Business Associate 

shall retain no copies of the PHI. 

 

(2)  In the event that Business Associate determines that returning or 

destroying the PHI is infeasible, Business Associate shall provide to 

Covered Entity written notification of the conditions that make return 

or destruction infeasible.  If Covered Entity agrees upon written 

notification that return or destruction of PHI is infeasible, Business 

Associate may retain the PHI. Business Associate shall extend the 

protections of this Agreement to such PHI and limit further uses and 

disclosures of such PHI to those purposes that make the return or 

destruction infeasible, for so long as Business Associate maintains 

such PHI 

 

(3) Business Associate shall incorporate into its agreements with 

Subcontractors the provisions of this section, “Effect of Termination.” 

 

 

 

VII. Miscellaneous 
 

(a) Regulatory References.  A reference in this Agreement to a provision of law 

means that provision as in effect or as amended. 

 

(b) Amendment.  The Parties agree to take such action as is necessary to amend this 

Agreement from time to time as is necessary for compliance with the HIPAA 

Rules and other applicable law. 

 

(c) Survival.  The respective rights and obligations of Business Associate under 

Section VI of this Agreement, and Section VII (b), (c), (d), (f) and (g) of this 

Agreement, shall survive the termination of this Agreement. 

 

(d) Interpretation.  Any ambiguity in this Agreement shall be resolved to permit 

Covered Entity to comply with the HIPAA Rules. 
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(e) Counterparts.  This Agreement may be signed in counterpart, and each 

counterpart shall have the same force and effect as an original and shall constitute 

an effective, binding agreement on the part of each of the undersigned. 

 

(f) No Agency Relationship. Nothing in this Agreement shall create an agency 

relationship between Covered Entity and Business Associate under the federal 

common law of agency or any other body of law. 

 

(g) Indemnification.  Without limiting any other provisions of this Agreement, 

Business Associate agrees to indemnify, hold harmless and defend Covered 

Entity and its officers, directors employees and agents from and against any and 

all claims, liability, losses, expenses (including reasonable attorney’s fees), fines 

penalties or damages directly or indirectly arising from:  

 

(1) Business Associate’s breach of any of the terms of this Agreement; 

 

(2) failure by it or its Subcontractors to fulfill any obligation under the  

HIPAA Rules or 

 

(3) any Breach by Business Associate or its Subcontractors, including without 

limitation costs of notification of individuals, call centers and credit 

monitoring. 

    

ALTERNATIVE VERSION OF PARAGRAPH (g) (if version above cannot be 

negotiated with Business Associate.) 

 

 (g) Business associate shall pay all of Covered Entity’s costs arising out of   any                       

       Breach by Business Associate or its Subcontractors, including without       

       limitation costs of notification of individuals, attorneys fees, call centers and   

       credit monitoring. 

 

IN WITNESS WHEREOF, Covered Entity and Business Associate have caused this Agreement 

to be signed and delivered by their duly authorized representatives, as of the date set forth below. 

  

COVERED ENTITY      BUSINESS ASSOCIATE 

 

By:________________________   By:__________________________ 

Print Name:_________________   Print Name:___________________ 

Title:_______________________   Title:_________________________ 

Date: ______________________   Date: ________________________ 
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Attachment N 

LIMITED DATA USE AGREEMENT 

 

THIS AGREEMENT is entered into on this ____ day of _________________, 2002, by 

and between [name of affiliate] _____________________________________, located at 

[address] ____________________________________ (herein after “Covered Entity”) and 

[name of recipient] ____________________________________, located at [address] 

____________________________________________ (herein after “Recipient”)(collectively the 

“Parties”). 

WHEREAS, Covered Entity will make available and/or transfer to Recipient information 

contained in a Limited Data Set for purposes of Research, Public Health or Healthcare 

Operations.   

WHEREAS, The information in this Limited Data Set is confidential and afforded 

special treatment and protection under the Privacy Rule. 

WHEREAS, Recipient agrees that it will use and disclose the Limited Data Set 

according to the terms and conditions set forth in this Agreement. 

NOW, THEREFORE, Covered Entity and Recipient agree as follows: 

 

I. Definitions    

 

The following terms shall have the meaning ascribed to them in this Section.  Other 

capitalized terms shall have the meaning ascribed to them in the context in which they first 

appear.  Terms used, but not otherwise defined, in this Agreement shall have the same meaning 

as those terms in the Privacy Rule.  

  

(a)  Agreement.  “Agreement” refers to this Limited Data Use agreement between the 

Parties.  This Agreement contains the mandatory requirements of a Limited Data Use agreement 

found at 45 CFR § 164.512(e)(4). 

 

(c)  Covered  Entity.  “Covered Entity” shall have the same meaning as the term 

“Covered Entity” in 45 CFR § 164.501 and, in this Agreement, shall also refer to [name of 

affiliate]. 

 

(d)  Healthcare Operations.  “Healthcare Operations” shall have the same meaning as the 

term “Healthcare Operations” in 45 CFR § 164.501. 

 

(e)  Individual.  “Individual” shall have the same meaning as the term “individual” in 45 

CFR § 164.501 and shall include a person who qualifies as a personal representative in 

accordance with 45 CFR § 164.502(g). 

 

(f)  Limited Data Set.  “Limited Data Set” shall mean Protected Health Information that 

excludes the following direct identifiers of the Individual or of relatives, employers, or 
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household members of the Individual:  1) Name; 2) Postal address information, other than town, 

city, State or zip code; 3) Telephone numbers; 4) Fax numbers; 5) Electronic mail addresses; 

6) Social security numbers; 7) Medical record numbers; 8) Health plan beneficiary numbers; 

9) Account numbers; 10) Certificate/license numbers; 11) Vehicle identifiers and serial numbers, 

including license plates; 12) Device identifiers and serial numbers; 13) Web Universal Resource 

Locators (“URLs”); 14) Internet Protocol (“IP”) address numbers; 15) Biometric identifiers, 

including finger and voice prints; and 16) Full-face photographic images and comparable 

images.  See 45 CFR § 164.514(e)(2). 

 

(g)  Privacy Rule.  “Privacy Rule shall mean the Standards for Privacy of Individually 

Identifiable Health Information at 45 CFR Part 160 and Part 164, Subparts A and E. 

 

(h)  Protected Health Information or PHI.  “Protected Health Information” or “PHI” shall 

have the same meaning as the term “Protected Health Information” in 45 CFR § 164.501, limited 

to the information created or received by Business Associate from or on behalf of Covered 

Entity.  

 

(i)  Public Health.  “Public Health” shall have the same meaning as the term “Public 

Health Activities” in 45 CFR § 164.512(b). 

 

(j)  Research.  “Research” shall have the same meaning as the term “research” in 45 CFR 

§ 164.501. 

 

(k)  Required By Law.  “Required By Law” shall have the same meaning as the term 

“required by law” in 45 CFR § 164.501.  

 

(l)  Secretary.  “Secretary” shall mean the Secretary of the Department of Health and 

Human Services or his/her designee. 

 

II. Permitted Uses and Disclosures by Recipient 
 

Recipient is authorized to use information in the Limited Data Set only for Research, 

Public Health or Healthcare Operations purposes, as follows: [describe the uses] 

______________________________________________________________________________

______________________________________________________________________________

______________________________________________________________________________ 

 

III. Persons Permitted To Uses And Receive The Limited Data Sets 

 

Recipient agrees that the following persons only shall be permitted to use or receive 

information in the Limited Data Set: [fill-in name of individual(s)] 

______________________________________________________________________________

______________________________________________________________________________

______________________________________________________________________________ 
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IV. Obligations Of Recipient 

 

(a)  Recipient agrees not to use or further disclose any information in the Limited Data 

Set other than as permitted by this Agreement or as otherwise Required By Law. 

 

(b)  Recipient agrees to use appropriate safeguards to prevent any use or disclosure of 

information in the Limited Data Set not expressly permitted in this Agreement. 

 

(c)  Recipient agrees to report to Covered Entity any use or disclosure of information 

from the Limited Data Set not provided for in this Agreement and that Recipient becomes aware 

of. 

 

(d)  Recipient agrees to ensure that its agents, including any subcontractors to whom 

Recipient provides information from the Limited Data Set, abide by the same restrictions and 

conditions that apply to the Recipient under this Agreement. 

 

(e)  Recipient agrees that it will not attempt to identify or contact any Individuals from 

the information contained in the Limited Data Set. 

 

IN WITNESS WHEREOF, Covered Entity and Recipient have caused this Agreement 

to be signed and delivered by their duly authorized representatives, as of the date set forth below. 

COVERED ENTITY      RECIPIENT 

 

By:________________________   By:__________________________ 

Print Name:_________________   Print Name:___________________ 

Title:_______________________   Title:_________________________ 

Date: ______________________   Date: ________________________ 
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Attachment O. 

SAMPLE BREACH NOTICE 

[Note: state laws may have additional requirements for breach notification. Please 

check with local counsel] 

 

[Salutation] 

We are writing to you because of a recent incident at Planned Parenthood of Western PA 

that involved your personal information .  

On [insert date if known and describe briefly what happened, for example, “laptop 

computer belonging to one of our employees was stolen.” ] 

As a result of this incident, the privacy of the following information may have been 

compromised:  [insert types of information, such as “your full name,” social security number, 

address, diagnosis, etc.  Do not disclose the information itself, for example, do not state the 

diagnosis.] 

We suggest that you take the following steps to protect yourself from potential harm from 

this incident: 

If social security numbers, driver’s license numbers or credit card or other financial 

information were breached: Because your [Social Security number, credit card number 

and/or driver’s license number] was involved, and in order to protect yourself from the 

possibility of identity theft, we recommend that you place a fraud alert on your credit 

files and order copies of your credit files.  Check your credit reports for any accounts or 

medical bills that you do not recognize.  Stolen driver’s license numbers should be 

reported to ____________________. 

Additional information if credit card or other financial information was breached; 

Since your credit card number was involved in this incident, to help prevent unauthorized 

access and fraudulent activity on this account, we also recommend that you immediately 

contact [the credit card or financial account issuer] and close your account.  Tell them 

that your account may have been compromised, and ask that they report it as “closed at 

customer request.”  If you want to open a new account, ask your account issuer to give 

you a PIN or password associated with the new account.  This will help control access to 

the account.  

 

If medical or health insurance information was breached: Since your health insurance 

information [or policy, plan number, or subscriber identification number] was involved, 

we recommend that you regularly review the explanation of benefits statement that you 

receive from [your health insurance plan, or your health insurer].  If you see any service 

that you believe you did not receive, please contact [us, your health insurance plan, your 

health insurer] at the number on the statement [or provide a number here].  If you do not 

receive regular explanation of benefits statements, contact your insurer or plan and ask 

them to send such statements following the provision of services provided in your name 

or under your plan number.   

Keep a copy of this notice for your records in case of future problems with your medical 

records.  You may also want to request a copy of your medical records from [us or plan], 

to serve as a baseline.   
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For all types of breaches: Finally, we recommend you visit the Federal Trade 

Commission website on identity theft:  http://www.ftc.gov/bcp/edu/microsites/idtheft// to 

find out more about what you can do to protect yourself. [Consider enclosing with your 

letter a printout of the information on the home page of the above FTC microsite. You 

may also be able to enclose or link to consumer information specific to dealing with 

identity theft in your state, such as the California information available at 

http://oag.ca.gov/idtheft].  

In order to investigate this incident, we are [include steps taken to investigate incident] 

and in order to prevent further harm from this incident and to prevent such incidents from 

occurring in the future, we are [insert steps being taken to mitigate harm to individuals and to 

protect against further breaches]. 

We regret that this incident occurred and want to assure you we are doing everything we 

can to prevent it from happening again. Should you have any questions or wish to obtain further 

information, please contact [name of the designated individual] at [toll-free phone, email or 

postal address]. You can also learn further information by visiting our website at [use only if 

there will be information on the website]. 

 

[Closing] 

 

 

  

 

 

 

http://www.ftc.gov/bcp/edu/microsites/idtheft/
http://oag.ca.gov/idtheft
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Attachment P 

 

GLOSSARY 

 

 

 Authorization:  A written document or form signed by the patient that authorizes the 

Covered Entity to use or disclose Protected Health Information for activities unrelated to 

treatment, payment, or health care operations.  For an authorization to be valid it must 

comply with the requirements in the Privacy Rule.  See 45 C.F.R. § 164.508. 

 Breach:  See definition at Policy No. 21 (Notification of Breaches of Unsecured 

Protected Health Information). 

 Business Associate:  An organization or person, other than a member of a Covered 

Entity’s Workforce, who creates, receives, maintains, or transmits Protected Health 

Information to provide services to or on behalf of a Covered Entity.  See 45 C.F.R. § 

160.103. 

 Covered Entity:  Entities covered by the HIPAA Privacy Rule.  Includes people and 

organizations that are health plans, healthcare clearinghouses, and health providers that 

transmit any Protected Health Information electronically in connection with 

administrative and financial transactions specified in HIPAA. See 45 C.F.R. § 160.103. 

 Disclosure:  The act of releasing, transferring, divulging, or providing access to Health 

Information to an organization or individual that is not the Covered Entity maintaining 

that information. 

 Healthcare Clearinghouse:  A Covered Entity that processes or facilitates the processing 

of Protected Health Information received from another Covered Entity for billing 

services, community information management, repricing services, networks and switches, 

and other similar activities.  They will generally translate non-standard Protected Health 

Information into a standard format and vice-a-versa.  45 C.F.R. § 160.102. 

 Health Care Operations: Includes conducting quality assessment; reviewing competence 

or qualifications of healthcare professionals; conducting medical review, legal services, 

and auditing functions for fraud and abuse detection and compliance programs; business 

management and general administrative activities including, but not limited to, 

management, customer service, resolution of internal grievances, due diligence in 

connection with sale or transfer of assets to a potential successor in interest; and creating 

de-identified information, and fundraising as allowable under the law.  45 C.F.R. 

§164.501. 

 Healthcare Provider:  A provider of medical or health services and any person or 

organization that furnishes, bills or is paid for healthcare in the normal course of 

business.  For example, a doctor’s office or clinic is a healthcare provider.  It may also 

include hospitals, home care organizations, long-term care facilities, pharmacists, etc.  45 

C.F.R. § 160.103 
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 Health Oversight Agency means an agency or authority of the United States, a State, a 

territory, a political subdivision of a State or territory, or an Indian tribe, or a person or 

entity acting under a grant of authority from or contract with such public agency, 

including the employees or agents of such public agency or its contractors or persons or 

entities to whom it has granted authority, that is authorized by law to oversee the health 

care system (whether public or private) or government programs in which health 

information is necessary to determine eligibility or compliance, or to enforce civil rights 

laws for which health information is relevant.  45 C.F.R. § 164.501. 

 Limited Data Set means Protected Health Information that excludes the following direct 

identifiers of the individual or of relatives, employers, or household members of the 

individual: (i) Names; (ii) Postal address information, other than town or city, State, and 

zip code; (iii) Telephone numbers; (iv) Fax numbers; (v) Electronic mail addresses; (vi) 

Social security numbers; (vii) Medical record numbers; (viii) Health plan beneficiary 

numbers; (ix) Account numbers; (x) Certificate/license numbers; (xi) Vehicle identifiers 

and serial numbers, including license plate numbers; (xii) Device identifiers and serial 

numbers; (xiii) Web Universal Resource Locators (URLs); (xiv) Internet Protocol (IP) 

address numbers; (xv) Biometric identifiers, including finger and voice prints; and (xvi) 

Full face photographic images and any comparable images.  45 C.F.R. §164.514(e)(2). 

 Marketing means: (1) To make a communication about a product or service that 

encourages recipients of the communication to purchase or use the product or service, 

unless the communication is made: (i) To describe a health-related product or service (or 

payment for such product or service) that is provided by, or included in a plan of benefits 

of, the covered entity making the communication, including communications about: the 

entities participating in a health care provider network or health plan network; 

replacement of, or enhancements to, a health plan; and health-related products or services 

available only to a health plan enrollee that add value to, but are not part of, a plan of 

benefits. (ii) For treatment of the individual; or (iii) For case management or care 

coordination for the individual, or to direct or recommend alternative treatments, 

therapies, health care providers, or settings of care to the individual. (2) An arrangement 

between a covered entity and any other entity whereby the covered entity discloses 

protected health information to the other entity, in exchange for direct or indirect 

remuneration, for the other entity or its affiliate to make a communication about its own 

product or service that encourages recipients of the communication to purchase or use 

that product or service.  45 C.F.R. § 164.501. 

 Minimum Necessary refers to the requirements that health care providers and other 

Covered Entities use or disclose only the minimum amount of information necessary to 

conduct an activity.  45 C.F.R. § 164.502(b). 

 More Stringent means, in the context of a comparison of a provision of State law and the 

Privacy Rule, that a State law meets one or more of the following criteria: 

(1) With respect to a use or disclosure, the law prohibits or restricts a use or disclosure in 

circumstances under which such use or disclosure otherwise would be permitted under 

the Privacy Rule except if the disclosure is: (i) Required by the Secretary in connection 

with determining whether a covered entity is in compliance with this subchapter; or (ii) 
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To the individual who is the subject of the individually identifiable health information. 

(2) With respect to the rights of an individual who is the subject of the individually 

identifiable health information of access to or amendment of individually identifiable 

health information, permits greater rights of access or amendment, as applicable.           

(3) With respect to information to be provided to an individual who is the subject of the 

individually identifiable health information about a use, a disclosure, rights, and 

remedies, provides the greater amount of information. 

(4) With respect to the form or substance of an authorization or consent for use or 

disclosure of individually identifiable health information, provides requirements that 

narrow the scope or duration, increase the privacy protections afforded (such as by 

expanding the criteria for), or reduce the coercive effect of the circumstances surrounding 

the authorization or consent, as applicable. 

(5) With respect to record keeping or requirements relating to accounting of disclosures, 

provides for the retention or reporting of more detailed information or for a longer 

duration. 

(6) With respect to any other matter, provides greater privacy protection for the 

individual who is the subject of the individually identifiable health information.  45 

C.F.R. § 160.202.  

 Notice Of Health Information Privacy Practices refers to the requirement that healthcare 

providers and health plans inform patients of how they will use, maintain, and share 

protected health information.  45 C.F.R. § 164.520. 

 Office of Civil Rights (“OCR”) means the HHS sub department responsible for 

enforcement of the HIPAA Privacy Rule. 

 Payment means activities undertaken to obtain or provide reimbursement for the 

provision of health care.  This may include, but is not limited to, determinations of 

eligibility or coverage; billing, claims management, and collection activities; review of 

healthcare services for medical necessity, appropriateness of care, or justification of 

charges; utilization review activities; and disclosure of patient name and address, date of 

birth, social security number, payment history, account number, and name and address of 

a health care provider to consumer reporting agencies. 45 C.F.R. § 164.501. 

 

 Preemption refers to a doctrine that holds that federal law will supersede contrary or 

inconsistent state law.  Under HIPAA this doctrine applies, unless the provisions of the 

state law are more stringent than HIPAA, in which case the state law is not “preempted” 

by HIPAA and the covered entity must follow the state law.  See definition of  “More 

Stringent” above. 45 C.F.R. § 160.203 [Alt. cite: 45 C.F.R. §§160.201-205]. 

 Protected Health Information means any information, whether oral or recorded in any 

form or medium, that:  (1) is created or received by a health care provider, health plan, 

public health authority, employer, life insurer, school or university, or health care 

clearinghouse; and (2) relates to the past, present, or future physical or mental health or 

condition of an individual; the provision of health care to an individual; or the past, 

present, or future payment for the provision of health care to an individual, and (i) that 
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identifies the individual, or (ii) with respect to which there is a reasonable basis to believe 

the information can be used to identify the individual.  

 Psychotherapy notes are notes recorded (in any medium) by a health care provider who is 

a mental health professional documenting or analyzing the contents of conversation 

during a private counseling session or a group, joint, or family counseling session and 

that are separated from the rest of the individual’s medical record.  Psychotherapy notes 

excludes medication prescription and monitoring, counseling session start and stop times, 

the modalities and frequencies of treatment furnished, results of clinical tests, and any 

summary of the following items:  diagnosis, functional status, the treatment plan, 

symptoms, prognosis, and progress to date.  45 C.F.R. § 164.501. 

 Public health authority means an agency or authority of the United States, a State, a 

territory, a political subdivision of a State or territory, or an Indian tribe, or a person or 

entity acting under a grant of authority from or contract with such public agency, 

including the employees or agents of such public agency or its contractors or persons or 

entities to whom it has granted authority, that is responsible for public health matters as 

part of its official mandate. 

 Research means a systematic investigation, including research development, testing, and 

evaluation, designed to develop or contribute to generalizable knowledge. 

 Treatment means the provision, coordination, or management of health care and related 

services by one or more providers, including the management of health care with a third 

party, consultation between providers relating to a patient, or the referral of a patient for 

healthcare to another provider.  45 C.F.R. § 164.501. 

 

 Standard Transaction means the transmission of information between two parties to carry 

out financial or administrative activities related to health care.  It includes the following 

types of information transmissions: 

(1) Health care claims or equivalent encounter information. 

(2) Health care payment and remittance advice. 

(3) Coordination of benefits. 

(4) Health care claim status. 

(5) Enrollment and disenrollment in a health plan. 

(6) Eligibility for a health plan. 

(7) Health plan premium payments. 

(8) Referral certification and authorization. 

(9) First report of injury. 

(10) Health claims attachments. 

(11) Other transactions that the Secretary may prescribe by regulation.  

 Use means, with respect to individually identifiable health information, the sharing, 

employment, application, utilization, examination, or analysis of such information within 

an entity that maintains such information. 
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 Workforce means the employees, volunteers, trainees, and other persons who perform 

work for the Covered Entity, and are under the direct control of the Covered Entity, 

whether or not they are paid by that Covered Entity. 

 

 


